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Factory




669999

factory

€e999

block = proj.factory.block(proj.entry)
print(block.pp())
print(block.instructions)
print(block.instruction addrs)
print(block.size)

block.capstone.pp()

block.vex.pp()




@ Break Type

#get our state

s = proj.factory.entry state()

on the other hand, we can have a breakpoint trigger right *after* a memory write happens.
we can also have a callback function run instead of opening ipdb

€699

def debug func(state):
print(“State %s 1s about to do a syscall!™)

s.inspect.b(‘syscall’, when=angr.BP  BEFORE, action=debug func)
#or, you can have it drop you in an embedded IPython!
s.inspect.b(‘syscall’, when=angr.BP  BEFORE, action=angr.BP IPYTHON)




@ Break Type

def track reads(state):
print(‘Read’, state.inspect.mem read expr, ‘from’, state.inspect.mem_read address)

s.inspect.b(‘mem_read’, when=angr.BP AFTER, action=track reads)

€CY999

This will break before a memory write if 0x1000 is a possible
value of its target expression

62999

s.inspect.b(‘mem_write’, mem_write address=0x1000)
This will break before a memory write 1f 0x1000 is the only
value of its target expression

€CY999

s.inspect.b(‘mem_write’, mem_write address=0x1000, mem_write address unique=true)
This will break after instruction 0x8000, but only 0x1000 1s possible value of the last expression
was read from memory

€6Y999

s.inspect.b(‘instruction’, when=angr.BP AFTER, instruction=0x8000, mem_read expr=0x1000)




@ Break Type

€699

this 1s a comple condition that could do anything! In this case, it makes sure that
RAX 1s 0x41414141 and that the basic block starting at 0x8004 was executed
sometime 1n this path’s history

€¢9999

def cond(state):
return state.eval(state.regs.rax, cast to=str)=="AAAA’ and 0x8004 in state.inspect.backtrace

s.inspect.b(‘mem_write’, condition=cond)




Analysis




@ Analyses
¥ angr provides a number of analyses:

>>p.analyses.[ TAB]
p.analyses.BackwardSlice p.analyses.CFGFast p.analyses.Reassembler

p.analyses.BinaryOptimizer  p.analyses.CongruencyCheck

p.analyses.reload analyses

p.analyses.BinDiff p.analyses.DDG p.analyses.StaticHooker
p.analyses.BoyScout p.analyses.DFG p.analyses. VariableRecovery
p.analyses.CalleeCleanupFinder p.analyses.Disassembly
p.analyses.VariableRecoveryFast

p.analyses.CDG p.analyses.GirlScout p.analyses. Veritesting
p.analyses.CFG p.analyses.Identifier p.analyses.VFG
p.analyses.CFGAccurate p.analyses.LoopFinder p.analyses.VSA DDG
€ The details about the analysis can be found in the AP
documentation




) CFG

€999

analysis

cfg = proj.analysis.CFGFast()

graph = cfg.graph

print(len(graph.nodes()))

entry node = cfg.get any node(proj.entry)
print(len(list(cfg.graph.successors(entry node))))
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) CFG

cfg = proj.analysis. CFGEmulated()

graph = cfg.graph

print(len(graph.edges))

entry node = cfg.get any node(proj.entry)
print(len(list(cfg.graph.successors(entry node))))
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>>>

Part Three User MOde
03 | Debugging




@ install dependencies

git clone https://github.com/axt/bingraphvis
pip install -e ./bingraphvis
git clone https://github.com/axt/angr-utils

pip install -e ./angr-utils
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A0 CG

def analyze(b, addr, name=None):
start state = b.factory.blank state(addr=addr)
start state.stack push(0x0)
plot cg(b.kb, "%s_callgraph" % name, format="pdf")
plot cg(b.kb, "%s_callgraph verbose" % name, format="pdf", verbose=True)

proj = angr.Project('backdoorl’, auto load libs=False)

analyze(proj, proj.entry, "backdoor")
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@ Source Code

char *sneaky = "SOSNEAKY";
int authenticate(char *username, char *password)
{
char stored pw[9];
stored pw[8] = 0;
int pwfile;
// evil back d0Or
if (strcmp(password, sneaky) == 0) return 1;
pwfile = open(username, O RDONLY);
read(pwfile, stored pw, 8);
if (strcmp(password, stored pw) == 0) return 1;
return O;
b
int accepted()
{
printf("Welcome to the admin console, trusted user!\n");
h
int rejected()
printf("Go away!");
exit(1);
b

int main(int argc, char **argv)
{
char username|[9];
char password[9];
int authed;

username[8] = 0;
password[8] = 0;

printf("Username: \n");
read(0, username, 8);
read(0, &authed, 1);
printf("Password: \n");
read(0, password, 8);
read(0, &authed, 1);

authed = authenticate(username, password)

if (authed) accepted();
else rejected();

.

b
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) CG

libc_start main libc_start main
_stare(xd0058(0) (0x801060) (0x801068)
Y v
libc_start _main y
(0x400540) main (0x40071d)  ‘
\
_libe_start main accepted authenticate rejected

(0x700018)

]

(0x4006ed) / (0x400664) (0x40061d)
/ Y Y
_libc_csu_init

(0x400720) puts (0x400510) | | read (0x400530) [ |stremp (0x400550) [ | open (0x400560) | | printf (0x400520) exit (0x400570)

" l ' l | l l

_init (0x4004¢0) puts (0x700000) | [read (0x700010)| |stremp (0x700020) | | open (0x700028) | | printf (0x700008) exit (0x700030)

Y \

call gmon_start fram_dummy _do_global ctors_aux

(0x4005ac) (0x400640) (0x400880)
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@) call Graph (CG)

( _start (0£400500) ' ( _11bo_start_natn (0:601060) 0 ( __11bo_start_natn (0x801068)
0xa00580 axs01060 aar oxsot06s
P StmpROC WO_BXTe 55 _DRLTA O atteibutes  smmpROC WO_RATY 55_DELTALO
0 o e acgumats o
0n n argumnts 1n
callout_ottes () catlout_sites ) catlout_attes 1)
Jurpout_sites () Jumpout_sites (| Jumpout_sites (|
get_call _wites <map object at 0x0D0000Z4SDCHEGE40> gut_call _sites <map ob)ect at 0x00000Z45DCBE5E40> gut_call sites <map object ac On00000Z4IDCBEEE40>
ret_mites 0 rot_miten " ret_mites 0"
( __1ibo_start_maia (0:400540) N ( matn (0x40071d) )
0x40040 oxa00714
JLT UNBES_IUNPS HO_BETS S0_DELTALO HASPET DET 85_DELTAG
0 o

0

3]

Junpout_sites [05400540]

get_call sites <map objact at 0x0000024SDCBESE40>

1"
"
"
got_oall sites <uap cbject av 0x0000024SDCBESEA0>

ret_oites 0 ret_sites 102400743}
- J J
( __1ibc_start_maia (0x700018) accepted (0x400600) \ authanticate (0x400664) \ o3, (0ua006ca)
adar 0x700018 adar 0x4006ad adar 0x400666 adar 0s4006£d
attributes  SINPOC NO_RET4 £5_DELTAO attributes  HASRET BET 29_DELTA_O attributes  HASEET BET 55_DELTAO attributes  NO_RET4 £ DELTALO
aun_arqumnts o nun_argunmnts o un_argumats o nem_argumnts o
argunmnts 0 argunmats 0 argunmats 0" argumnts "
callout_miten () callout_miten () callout_mites || callowt_sites ||
Jwpout_sites (| 0 Jupout_sites || Jwmpout_sites ||
get_call _wites <map object at 0x0D0000Z4SDCHEEE40> Qut_call_sites <map object at OxODD0DZ49DCBEGE40> p object at 0x00000Z49DCBAEE40> gut_call sites <map object at 0x0D0000Z45DCBEGE40>
rat_sitas 0 rot_witan (0340061 ¥ 10x4006ab, 0x4006661 rut_situs "
- 2/
Anit (024007e0) B pute (0x400510) read (0x400530) otromp (0x400650) ( open (0:400560) B Printf (0:400520) ( ext (0x400570)
adar 02400700 adar 02400510 0400620 aaar 0x400650 0x400660 03400520 adar 0400570
attribu HABRAT UNTES_CALLS RET G7_DELTAS attributes  pLT UNDES_JUMPS RAT 5?_DELTAO PLT UNRES_JUNPS RET 6P_DELTAO attributes LT UNRES_JUNPS RNT 5P_DFLTA_O PLT VNREG_JUNPS RET 57_DELTAO PLT UNRES_TUMPS RET §P_DELTA_O attributes LT UNNES_JUMPG KO_RET4 §F_DELTAD
aun_argumnts 0 m_argunents 0 o nun_arguneats 0 ) 0 o
argunents 0 0 0 0 0 1" 1"
callout_sites () n 0 0 0 " "
Jwpout_sites () 1Ooxd4005101 (0x400530) (0x400850) (0x400560) Jwmpout_sites (0x400520] 10x400570)
get_call_witem <map object at 0x0000024SDCBESEA0> gmt_call_wites <map object av 0x0000024SDCBESEA0> <map object at 0x00000243DCBESEA0> <map object at 0x00000243DCBESEA0> <map object at O0000024SDCBESEA0> gmt_call_wites <ap cbject at 0x000002. <aap object st 0400000243DCEIEEA0>
ret_oites (04400846 ret_sites 0" 0 0 0 ) rot_sites " rot_siten " )
( _imit (ON400400) ) puts (0x700000) ( ad (0£700010) ( atromp (04700020) opun (0x700028) N printf (0x700006) ( it (0x700030) N
adar 0400400 addr 01700000 ox700010 adar ox700020 ox700028 01700008 0x700030
attributes  MAZRET RET £9_DALTA_O attributes  SINPROC HASRET BET 2_DELTAO SIMDROC HASRET RET £9_DELTA_O attributes  SIMPROC HASRET RET 29_DELTA_O SIMPROC MASRET RET £P_DELTA_O SINPROC HASBET BET 25_DELTAO SINPROC HO_BXTH £9_DELTAO
aun_argumenta 0 nun_argunents 0 ) nun_argunents 0 ) 0 0
argumnts n n " asgwmahe 0 0 n il
callout_mites () 0 0 callout_miten () 0 " "
Jurpout_sites () " 0 Jurpout_mites () 0 1" "
get_call_eites «map object at 0x00000249DCHESE40> <map objact at 0200000243DCBOSE40> 4008 <map object at 0x00000249DCHALE40 <map objact at 0x00000249DCB8S640~ <map objact at 0x00000245DCHB5E40~ <map obysct at 000000245DCH8S640~ <map object at 0x00000243DCBOSE40~
ret_sitas {ox4004£3] rut_sites 1047000001 rut_uiteu 10x700010) (0x7000201 rat_situs (0x7000281 rut_situs 1ox7000081 rut_suitas "
( call_gnon_otart (0xa00tac) frane_dwwy (0:400640) __do_glabal_otors_awx (02400880)
adar 0x4008ac adar 02400640 adar 02400000
attributes  RASRAT ONTES_CALLS RET 6P_DRLTA_O attributes  WAGRAT UNRRS_JUNPG BET GP_DELTA_D atiributes  HAGRRT UNRKG_CALLS T 57_DFLTA_D
aun_argunmnts o aun_argumnts o m_argunents o
argunents 8] argunents 0 argunents n
callout_sites () callout_sites () callout_sites (]
Jurpout_sites () Junpout_witas (0440065 Jumpout_wites (|
get_call_wites <map object ac 0400000243DCESE640> get_call_witen <map object at 0x0000024SDCBESE40> gmt_call_witas <map object av 0x00000245DCBESE40>
rot_mitan (0x4005ba) rot_miten (0x400660] rat_siten 10x4008a¢]
- J /

1




@ CFG-function

def analyze(b, name):
for func in proj.kb.functions.values():
if func.name.find(name) == 0:

plot_func graph(b, func.transition graph, "%s %s cfg" % (name, func.name), asminst=True, vexinst=False)

proj = angr.Project('backdoorl’, auto load libs=False)

analyze(proj, "authenticate")
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Block 0x400664

0x00400664: push rbp

[ ] 0x00400665: mov rbp, rsp

0x00400668: sub rsp, 0x20
[ | n I 0x0040066c: mov quord ptr [rbp - 0x18], rdi
Function strcmp 0x7 0x00400670: mov quord ptr [rbp - 0x201, rsi

0x00400674: mov byte ptr (rbp - 8], 0
0x00400678: mov rdx, quord ptr [rip + 0x2009c9]
0x0040067f: mov rax, quord ptr [rbp - 0x20]
0x00400683: mov rsi, rdx
0x00400686: mov rdi, rax

|\ 0x00400685: call 0x400550

Block 0x40068e

0x0040068e:
0x00400690:

test eax, eax
0x400699

jne

( Block 0x400699

)

0x00400699: mov rax, quord ptr [rbp - 0x18]
0x0040069d: mov esi, 0

0x004006a2: mov rdi, rax

0x004006a5: mov eax, 0

0x004006aa: call 0x400560

Function open 0x700028

N

0x004006af: mov dword ptr [rbp - 41, eax

0x004006b2: lea rcx, [rbp - 0x10]
Function open Oxd ulj (y\mnim read 0x700010 0x004006b6: mov eax, dword ptr [rbp - 4]

Block Ox4006af w

0x004006b9: mov edx, 8

0x004006be: mov rsi, rcx
0x004006cl: mov edi, eax
0x004006c3: call 0x400530

( Block 0x4006c8 w

0x004006c8: lea rdx, [rbp - 0x10] Block 0x400652
0x004006cc: mov rax, quord ptr [rbp - 0x20] Function read 0x400530

0x00400692: mov eax, 1
0x004006d0: mov rsi, rdx

0x00400697: 3mp 0x4006eb
0x004006d3: mov rdi, rax
0x004006d6: call 0x400550

A4

Block 0x4006db ]

0x004006db: test eax, eax
0x004006dd: 0x4006e6

Function strcmp 0x400550

jne

\
e | )

Block 0x4006df

Block 0x4006e6

0x004006e6:
0x004006eb:

0x004006df: mov eax, 1
0x004006ed4: jmp 0x4006eb

0x004006ec:

19

Block 0x4006eb

0x004006eb: leave
0x004006ec:

ret



@ CFG-accepted

-

Block O0x4006ed _‘\

\‘Dx004006f6: call 0x400510

0x004006ed: push rbp
O0x004006ee: mov rbp, rsp
O0x004006fl: mov edi, 0x4008e0

/

Function puts 0x400510

Function puts 0x700000

Block O0x4006fb ﬁ\\

L8

0x004006fb: pop rbp

0x004006fc: ret )/

20




@) CFG-binary

def analyze(b, name, func name):
main = b.loader.main object.get symbol(func name)

start state = b.factory.blank state(addr=main.rebased addr)

cfg = b.analyses. CFGEmulated(fail fast=True,
starts=[main.rebased addr], initial state=start state)

plot cfg(cfg, "name", asminst=True, remove imports=True,
remove path terminator=True)

proj = angr.Project('backdoorl’, auto load libs=False)

29  ¢¢

analyze(proj, “backdoor cfg”, “main”

21




CFG

sevorie roetosrier moin r's ¥

0400550 (0x400550)

( 0340060 (0x400564) authenticate+OxT? w

0%00400648:  Jne Oxd0065

0x0040070s: mev rhp, rsp

g p——— D (
preT— g ] C

0x00400721: sub rsp, 0x40
0x00400725: mov dword prr [rbp - Dx34], edi
0x00400728: mev gword pr [rbp - 0x40], rsi

0x700020 (0x700020) stromp ST

e P Ry Lok T Da7ctokios con0c e s 05400642 (0x400664] authenticate+0xTh
0300400730 mov byte per [rbp - Oxlsl, 0 = i \
0x00400734: mov edi, 0x40091% BABANBENE SRR ARaL L

0x00400739:  call 0x400510 0x004006e4:  jup 0x4006b
0x400682 {0x400664) authenticate +Oxza \
03400774 {0x4007La) maint 057 ] ‘

0x00400636:  test sax, sax

0:00400774: lea rax, (rbp - 0x20] 0%00400630:  jne 0x400597

knxnmnusl Sap qeord prr (xip + Oxzovasal ) 0x0040070: 200 eas, © [ g

01004006ec:  ret

0x00400699: mov rax, quord pr [rbp - Oxlsl
0x00400653: mov esi, 0

0x00400652: mov rdi, rax

0x00400625: mov sax, 0

02700000 (0x700000) Buts ST ( 0x400830 (0x400530) W
0x004006aa:  call 0x400560

0x4007b3 (0x40071d) main+0x36

e ———
e P .

0%004007b6: mov eax, duord prr (rbp - 0x24]
0x004007B5: cast sax, sax
0%004007bb:  Je  Dx4007cS

02400732 {0x40071d) maintOxZl 0x400692 (0x400664) authenticatesosze

(oo oo

Lnxmmm Sup qrord pux (rip + Oszovace] )

02700010 (0x700010) read STHD 0%00400692:  mov sax, 1

lea rax, [rbp - Ox10]

0500400697:  Jup Ox4005eb \

(Dx‘lﬂmbd {0x40071d) main+Oxad w (DX4DD7ES {0x40071d) main‘ﬂxa‘:w

nov edi, ©

call 0x40030 ([ oreoorse @anoniar maincoxsa ) 0x0040075d: mov ek, © 0x00400725: mov eax, ©
ox700028 (0x700028) open s1ip

0%004007¢2:  call 0xd006ed 0x004007¢e:  call 0x4006£d

mov edx, 3

0x0040078a: lea rax, Irbp - 0x24]
0x0040078 eax, 1
0x00400793 rsi, rax

[ [ — ) sxu0s00793 e, 0 T —

0%0040079%:  call 02400530
0x4006ed (0x4006eq) accepted
0x004008at: mov dvord per [rbp - 41, eax

0x004006b2: lea rex, [rbp - Dxlo]
03004006b6: mov eax, dverd per (rbp - 41

05400634 (024005 £d) rejected

0x004006¢4:  push rbp
0x004006e: mov rbp, rsp
0x00400701: mov eax, 0x40090=
0x00400706: mov rdi, rax
0x00400703: mov eax, O
0x0040070e: call 0x400520

-

0x004006ed:  push rbp

0200400685: mov by, rsp
0x004006b9: mov edx, &
02400530 (0x400530) 0x004006¢1: mov edi, Oxd008en

0x004006be: mov rei, rex
0%004006£6:  call 0x400810
02004006e1: mov edi, eax

0x004006c3:  call 0x400530

R ————— P ————

0x400754 {0x40071d) maintox3?

(oxoosansso: sup ord yux teip + oxcocedar ) Lnxnnqnnsm Jp qvord por Lrip + DxzOvaeal menm sup oora pte xsp + DxzODas]

0x00400754: lea rax, [rbp - 0x24]
0x00400758: mov edx, L
0x0040075d: mov Tsi, rax 05400780 (0240071d) main+0x03
0x00400760: mov =di, O

0x00400765:  call 0x400530

0%700010 (0x700010) read STHD

02700000 (04700000} puts STHP

0x700008 (0x700008) Printe SINP

0x004007a0: lea ¥dx, [rbp - OxZ0]
0x004007ad: lea xax, [rbp - 0x10]

mov rsi, rdx

mov xdi, rax

ox004007ae:  call oxe005ss [ P
ort006D (owt005ed) accepted-ome
05400830 ¢0x400530) w

0x400713 (02400624} rejected+oxls

0x00400703: mov =ai, 1

0%00400628:  lea rdx, [rbp - 0x10]
0x004006zc: mov rax, quord prx lrbp - 0x201

™\

0x0040062b:  pop rhp

up guord prr [rip + 0xz00ada] Ox004006%c: ret 0x00400718:  call 0x400570

0x00400640: mov rei, rax
OxAB0EE4 [OxdBDEE4) authenticats 0x00400643: mov rdi, rax

0x00400645:  call 0x400550
0x00400664;  push rbp

BRGEAMEE: e . (i ey [ e )
e e e o

e e v gty aon ( pPe———— N (Commmers o) ((mosors s e e e+ cronams

e e e

ey T e rr—

0x00400678: mov rd, quord per [rip + 0x200825]

S vi005 AR im0 0x0040067¢: mov rax, gvord per [rbp - 03201
Ox00400623

0x00400686

02400743 [0x40071a) Mainr0ME

0x00400743:  leave

02700030 (0700030} exit SIHP

0x00400762: mov edi, 0x400520
0x0040076£:  call 0x40OS1O0

0x700020 (0x700020) stremp STHP
0%00400689:  =all Ox400550

0x004007a4:  ret




@ angr-management

©installation:
pip install angr-management

This tool is designed to support interactive CFGs
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@ angr-management

mmmm File View Analyze Plugins Help

P E E3
Functions X % Disassembly X Hex Pseudocode v
= Q Filter by name... 31/40 functions | 4 v % ~ main (40071d) Save image... Graph Disassembly -~ Machine Code -  Options *
Name v Tags Address 0040071d  push rbp
~ 0040071e mov rbp, rsp
preat 400520 00400721 sub rsp, 0x40
read 400530 00400725 mov dword ptr [rbp-0x34] {s_34}, edi
- 00400728 mov qword ptr [rbp-0x40] {s_40}, rsi
Atibe st prin 400540 0040072c  mov byte ptr [rbp-0x8] {s_8}, 0x0
stremp 400550 00400730 mov byt.e ptr [rbp-0x18] {s_18}, 0x0
= 00400734 mov edi, 0x400915 "Username:
open 400360 00400739 call  puts
exit 400570 0040073e lea rax, [rbp-0x10] {s_10}
00400742 mov edx, Ox8
start 400580 00400747 mov rsi, rax
sub_4005a9 400529 0040074a mov edi, Ox0
0040074f call read
call_gmon _start 4005ac 00400754 lea rax, [rbp-0x24] {s_24}
__do_global_dtors_aux 4005d0 00400758 mov ed)_(. ox1
0040075d  mov rsi, rax
frame_dummy 400640 00400760 MmOV edi, 0x0
authenticate 400664 00400765 call read
0040076a mov edi, 0x400920 "Password:
acceptsd 4006ed 0040076f call  puts
rejected 4006fd 00400774 lea rax, [rbp-0x20] {s_20}
00400778 mov edx, Ox8
N N T 0040077d mov  rsi, rax
_libc_csu_init 4007e0 00400780 mov edi, Ox0
. . 00400785 call read
Mibe_csu fini 400870 0040078a lea rax, [rbp-ox24] {s_24}
__do_global_ctors_aux 400880 0040078e  mov edg(. 0x1
. 00400793 mov rsi, rax
fini 400858 00400796  mov edi, 0x0
puts 700000 0040079 call read
) 00400730 lea rdx, [rbp-0x20] {s_20}
preotf 700008 004007a4 lea rax, [rbp-0x10] {s_10}
read 700010 004007a8 mov rsi, rdx
: ) 004007ab  mov rdi, rax
libe_start_main 700018 004007ae  call authenticate
stremp 700020 004007b3  mov dword ptr [rbp-0x24] {s_24}, eax
004007b6 mov eax, dword ptr [rbp-0x24] {s_24}
open s 004007b9 test  eax, eax
exit 700030 004007bb  je 0x4007c9
UnresolvablelumpTarqet 801050 [
< »
Console Log X v 3
Timestamp Source Content
20:11:45 angrmanageme... Job "Applying FLIRT signatures" completed after 0.00 seconds
20:11:45 angrmanageme... Job "Function prototype finding" started
20:11:45 angrmanageme... Job "Function prototype finding" completed after 0.00 seconds
20:11:45 angrmanageme... Job “Variable Recovery" started 24
20:11:45 angrmanageme... Job “Variable Recovery" completed after 0.15 seconds




@ angr-management

™ File View Analyze Plugins Help
Can 3

| N L LI

i L] L1

Functions X v X| Disassembly X = Hex Pseudocode DR
éE: Q Filter by name... 31/40 functions | € ~ # ~ main (40071d) Save image... Linear Disassembly ~ Machine Code v  Options ¥
Name " Tags Address 00400915 loc_0x400915:
fintf 400520 00400915 55 73 65-72 6e 61 6d 65 3a 20 00 Username:

e 00400920  loc_0x400920:

read 400530 00400920 50 61 73 73 77 6f 72 64-3a 20 00 Password:
_libc_start_main 400540 88:833%2 Lloc_6x40092c: R )
strcmp 400550 00400930 40 00 00 00 07 00 00 00-d4 fb ff ff 5c 60 00 0O @........... N .
— 400560 00400940 38 fd ff ff 84 00 00 00-c1 fd ff ff a4 60 60 00 8...............

i 00400950 dl fd ff ff c4 00 00 00-f1 fd ff ff e4 00 00 00 ................
exit 400570 00400960 b4 fe ff ff 04 01 00 00-44 ff ff ff 2c 01 60 GO ........ D) S
- 400580 00400970  loc_0x400970:

- 00400970 14 00 00 0O OO 0O OO 00-01 7a 52 00 01 78 10 01
sub_4005a9 4005a9 00400980 1b Oc 67 068 90 01 00 00-24 00 00 00 1c OO OO 00
calltanon:ciart 4005ac 00400990 70 fb ff ff 80 00 00 00-00 Oe 10 46 Oe 18 4a Of
-gmen.- 004009a0 Ob 77 08 80 00 3f la 3b-2a 33 24 22 00 00 00 00

_ do_global_dtors_aux 4005d0 004009b0 1c 00 00 00 44 00 00 00-ac fc ff ff 89 00 00 00
trarnesdBinm 400640 004009c0 00 41 Oe 10 86 02 43 0d-06 02 84 Oc 07 08 00 00
- y 004009d0 1c 00 00 00 64 00 00 00-15 fd ff ff 10 00 00 00
authenticate 400664 004009e0 00 41 Oe 10 86 02 43 0d-06 4b Oc 07 08 00 00 00
I 4006ed 0040090 1c 00 00 00 84 00 00 00-05 fd ff ff 20 0O 00 00
P 00400200 00 41 Oe 10 86 02 43 0d-06 00 00 00 0O OO OO 0O
rejected 4006fd 00400a10 1c 00 00 00 a4 00 00 00-05 fd ff ff b8 00 60 00
_- 00400a20 00 41 Oe 10 86 02 43 0d-06 02 b3 Oc 07 08 00 00
00400a30 24 00 00 00 c4 00 00 00-a8 fd ff ff 89 00 00 0O

_libc_csu_init 4007e0 00400a40 00 51 8c 05 86 06 5 0e-40 83 07 8f 02 8e 03 8d

PER—— 400870 00400a50 04 02 58 Oe 08 00 0O 00-14 OO OO OO ec OO 0O 0O
- - 00400a60 10 fe ff ff 02 00 00 00-00 OO OO 0O OO OO OO 00
__do_global_ctors_aux 400880 00400a70 00 00 00 00

. 00600e28 __CTOR_LIST__:

e e 00600628 FRHFHTFTE | enesns
puts 700000 00600e30 00 00 00 60 60 GO 606 60- L.

i 00600e38 __DTOR_LIST__:

o - 00600e38 ff FF £F £f Ff £F FF Ff ...
read 700010 0060040 __DTOR_END__:

: : 0060040 00 00 60 66 006 60 60 GO- L.
__libc_start_main 700018 0060048 __ ICR_END__:
stremp 700020 00600e48 00 00 00 60 GO0 60 GO 6O ........

00600e50 _DYNAMIC:
open s 00600€50 01 00 00 00 00 00 00 00-10 00 00 00 00 00 00 00  ................
exit 700030 00600e60 Oc 00 00 00 OO OO 0O 00-ed 04 40 OO OO OO 60 O  .......... Q....
wr—— aoioso 00500e70 0d 00 00 00 00 00 00 00-bB 03 4000 00 00 00 00 ... . €.
4 »
Console Log X SR
Timestamp Source Content
20:11:45 angrmanageme... Job "Applying FLIRT signatures” completed after 0.00 seconds
20:11:45 angrmanageme... Job “Function prototype finding" started
20:11:45 angrmanageme... Job "Function prototype finding" completed after 0.00 seconds
20:11:45 angrmanageme... Job "Variable Recovery" started 25
20:11:45 angrmanageme... Job “Variable Recovery" completed after 0.15 seconds




@ CFG-accepted

-

Block O0x4006ed _‘\

\‘Dx004006f6: call 0x400510

0x004006ed: push rbp
O0x004006ee: mov rbp, rsp
O0x004006fl: mov edi, 0x4008e0

/

Function puts 0x400510

Function puts 0x700000

Block O0x4006fb ﬁ\\

L8

0x004006fb: pop rbp

0x004006fc: ret )/

26




@ debug

== File View Analyze Plugins Help

& H ES
Functions X v X| Disassembly X | Hex  Pseudocode * X
1= Q Filter by name... 31/40 functions| 4 ~ ® ~ accepted (4006ed) Saveimage... Linear Disassembly * Machine Code ~ Options +
Name Tags Address PP4008e0 loc_ Ox4608e0:
read 400530 00400820 57 65 6¢ 63 6T 6d 65 20-74 6T 20 74 68 65 20 61 Welcome to the a
Hhe ta e 400540 oe4008f0 64 6d 69 6e 20 63 6f 6e-73 6f 6c 65 2c 20 74 72 dmin console, tr
e 00400900 75 73 74 65 64 20 75 73-65 72 21 00 usted user!.
stremp 400550 0040090C  loc_0x40090c:
0848098c 47 6f 20 61 Go a
open AD0560 00400910 77 61 79 21 60 way! .
exit 400570 00400915 loc_G0x480915:
T 400520 00400915 55 73 65-72 6e 61 6d 65 3a 20 00 Username:
= 00400920 loc_0x400920:
sub_4005a% 400529 00400920 50 61 73 73 77 6f 72 64-3a3 20 00 Password:
Al gmmon i A005ac 0040092C loc_0x40092c:
= e 0040092C 01 1b 03 3b
_ do_global_dtors_aux 4005d0 00400930 40 00 00 00 O7 00 00 00-d4 fb ff ff S5c 00 0O 00
o diins 400640 00400940 38 fd ff ff 84 00 0O 00-cl fd ff ff a4 OO 00 90
= Y 00400950 dl fd ff ff c4 00 00 00-f1 fd ff ff e4 OO 00 90
authenticate 400664 00400960 b4 fe ff ff 04 01 00 00-44 ff ff ff 2c 01 00 90
00400970 loc_0x400970:
- 00400970 14 00 00 00 00 00 00 0O-01 7a 52 00 01 78 10 61
rejected 4006fd 00400980 1b Oc 07 08 90 01 00 0O-24 00 0O 00 1c OO 0O 0O
= A0071d 00400990 70 fb ff ff 80 00 0O 00-00 Oe 10 46 Oe 18 4a Of
004009a0 Ob 77 08 80 00 3f 1a 3b-2a 33 24 22 00 00D 00 00
_libe_csu_init 40070 00400900 1c 00 00 00 44 00 00 Q0-ac fc ff ff 89 00 0O OO
libe_csu fini 400870 004009c0 00 41 Qe 10 86 02 43 0d-06 02 84 Oc 07 08 00 00
s 004009d0 1c 00 00 00 64 00 00 Q0-15 fd ff ff 10 00 0O 00
_ do_global_ctors_aux 400880 00400920 00 41 Oe 10 86 02 43 0d-06 4b Oc O7 08 0O 0O 0O
fini A008b8 004009f0 1c 00 00 0O 84 0O 00 00-05 fd ff ff 20 0O 0O 0O
= 00400200 00 41 Oe 10 86 02 43 0d-06 0O OO OO 0O OO 0O O
puts 700000 00400a10 1c 00 00 00 a4 00 00 00-05 fd ff ff b OO 0O 6O
" 700008 00400220 00 41 ©e 10 86 02 43 0d-06 02 b3 Oc 67 08 00 00
i 00400230 24 00 00 00 c4 00 00 00-a8 fd ff ff 89 60 00 0O
read 700010 00400a40 00 51 8c 05 86 06 5T De-40 83 07 8f 02 8e 03 &d
PR TR 00018 00400a50 04 02 58 Os 08 00 00 00-14 0O 00 00 ec 00 0O OO
i 00400260 10 fe ff ff 02 00 00 00-00 00 00 QO 0O OO 0O 0O
stremp 700020 00400870 00 00 09 09
00600e28 _ CTOR_LIST__:
opER Lo 00600228 e gl e i - A—
exit 700030 00600230 00 00 00 00 @O @O OO @O- ...,
Uriesnlbielumg kgl e booopess T ol ol o 2 A——
UnreschableCallTarget 801058 00600e4 __DTOR_END__:
4 »
Console Log X | b g
Timestamp Source Content
20:11:45 angrmanageme... Job "Applying FLIRT signatures” completed after 0.00 seconds
20:11:45 angrmanageme... Job "Function prototype finding" started
20:11:43 angrmanageme... Job "Function prototype finding" completed after 0.00 seconds
20:11:45 angrmanageme... Job "Variable Recovery” started

20:11:45 angrmanageme... Job "Variable Recovery” completed after 0.15 seconds 2 7




@ debug

proj = angr.Project('backdoorl’, auto load libs=False)

simgr = proj.factory.simgr()

simgr.explore(find=lambda s: b"Welcome" in s.posix.dumps(1))
s = simgr.found[0]

print(s.posix.dumps(1))

flag = s.posix.dumps(0)

print(flag)

#output:

b'Username: \nPassword: \nWelcome to the admin console, trusted user!\n

b"\x00\x00\x00\x00\x00\x00\x00\x00\x00SOSNEAK Y \x00'

28




Block 0x400664

0x00400664: push rbp

[ ] 0x00400665: mov rbp, rsp

0x00400668: sub rsp, 0x20
[ | n I 0x0040066c: mov quord ptr [rbp - 0x18], rdi
Function strcmp 0x7 0x00400670: mov quord ptr [rbp - 0x201, rsi

0x00400674: mov byte ptr (rbp - 8], 0
0x00400678: mov rdx, quord ptr [rip + 0x2009c9]
0x0040067f: mov rax, quord ptr [rbp - 0x20]
0x00400683: mov rsi, rdx
0x00400686: mov rdi, rax

|\ 0x00400685: call 0x400550

Block 0x40068e

0x0040068e:
0x00400690:

test eax, eax
0x400699

jne

( Block 0x400699

)

0x00400699: mov rax, quord ptr [rbp - 0x18]
0x0040069d: mov esi, 0

0x004006a2: mov rdi, rax

0x004006a5: mov eax, 0

0x004006aa: call 0x400560

Function open 0x700028

N

0x004006af: mov dword ptr [rbp - 41, eax

0x004006b2: lea rcx, [rbp - 0x10]
Function open Oxd ulj (y\mnim read 0x700010 0x004006b6: mov eax, dword ptr [rbp - 4]

Block Ox4006af w

0x004006b9: mov edx, 8

0x004006be: mov rsi, rcx
0x004006cl: mov edi, eax
0x004006c3: call 0x400530

( Block 0x4006c8 w

0x004006c8: lea rdx, [rbp - 0x10] Block 0x400652
0x004006cc: mov rax, quord ptr [rbp - 0x20] Function read 0x400530

0x00400692: mov eax, 1
0x004006d0: mov rsi, rdx

0x00400697: 3mp 0x4006eb
0x004006d3: mov rdi, rax
0x004006d6: call 0x400550

A4

Block 0x4006db ]

0x004006db: test eax, eax
0x004006dd: 0x4006e6

Function strcmp 0x400550

jne

\
e | )

Block 0x4006df

Block 0x4006e6

0x004006e6:
0x004006eb:

0x004006df: mov eax, 1
0x004006ed4: jmp 0x4006eb

0x004006ec:

29

Block 0x4006eb

0x004006eb: leave
0x004006ec:

ret



@ debug

File View Analyze Plugins Help

T N

L i ——— L1 !

Functions X S| Disassembly X Hex Pseudocode ¥ X
éE: Q, Filter by name... 31/40 functions | #& ~ % + authenticate (400664) Save image.. Linear Disassembly - Machine Code ~  Options ¥
Narme - Tags Address 00601048 sneaky:
read 400530 00601048 do 08 40 00 00 00 00 69 i

Z 00601050 __bss_start:

_ libc_start_main 400540 00601050 o0
stremp 400550 00601051 loc_ox601051:
400560 00601651 00 00 00 00 00 @0 8- L.
open 00601058 dtor_idx.6533:
exit 400570 00601658 coBOED OB EOEEEE 0 ...
start 200580 int (32 b?ts) puts(char= s)
Args: (rdi)
sub_4005a9 400529 00700001 unknown
call_gmon_start 4005ac int (32 bits) printf(char* template)
Args: (rdi)
_ do_global_dtors_aux 4005d0 00700009 Unknown
frame_dummy 400640 ssize_t read(int (32 bits) filedes, void* buffer, size_t size)
authenticat, : ’
entcte | Jwoses ] it —
accepted 4006ed _ libc_start_main:
rejected 4006fd 00700019 unknown
5 int (32 bits) strcmp(char* sl, char* s2)
main 40071d Args: (rdi, rsi)
_ libe_csu_init 40070 00700021 Unknown
- 400870 int (32 b1:ts) t?pen(char* filename, int (32 bits) flags, mede_t mode)
Args: (rdi, rsi, rdx)
_do_global_ctors_aux 400880 00700029 Unknown
_fini 40088 void exit(int (32 bits) status)
Args: (rdi)
puts O] 00800000 Unknovin
printf 700008 UnresolvableJumpTarget:
008010851 Unknown
= LD UnresolvableCallTarget:
_ libe_start_main 700018 008016059 Unknown
stremp 700020
open 700028
exit 700030
UnresolvablelumpTarget 801050
UnresolvableCallTarget 801058
4 [
Console Log X - X
Timestamp Source Content
20:11:45 angrmanageme.. Job "Applying FLIRT signatures” completed after 0.00 seconds
20:11:45 angrmanageme... Job "Function prototype finding" started
20:11:45 angrmanageme... Job "Function prototype finding" completed after 0.00 seconds
20:11:45 angrmanageme... Job "Variable Recovery” started
20:11:45 angrmanageme... Job "Variable Recovery” completed after 0.15 seconds 3 0




@ debug

@ ¥ W ¥ accepted (4UUbed)

004008c8 10 _stdin_used:

004003C3 0l 00 02 PO @D DB OO BB 000 L.
004008d0  loc_ ox4008de:

004008de 53 47 53 4e 45 41 4b 59-00 SOSNEAKY .
004008d9  loc_ Ox4008d9:

004008d9 00 0O 00 0O PO @O PO LL.....
00400820 loc Gx4088=0:

004008e0 57 65 6c 63 6T 6d 65 20-74 6T 20 74 68 65 20 61 Welcome to the a
op4008fT0 64 6d 69 Ge 20 63 6T Be-73 &6f 6c 65 2¢c 20 74 72 dmin console, tr
204009200 3 73 7465 B4 28 7b 73-BD 72 21 B8 usted user!.
0040090C loc_Ox40096C:

8040090¢ 47 6F 20 61 Go a
004009160 77 61 79 21 @@ way!.

00400915 loc_Ox400915:

00400915 55 73 B65-72 B2 61 &d 65 3a 20 00 Username:
00400920 loc_Ox400920:

00400920 50 61 73 73 77 6T 72 64-3a 20 00 Password:
0040092C loc_Ox40892c:

PE40092¢ 01 1b 63 3b e
00400930 40 00 00 0O O7 00 00 00-d4 fh fT ff 5c GO GO OO @........... N
00400940 3B fdffff84000000-cl fdfFfffad O OO OO B........000004.
00400950 dl fd ff ff c4 60 00 0O-T1 fd ff fFF 4 DD OB OO ... iiiiiennnnn
00400960 b4 fe ff ff 04 01 00 60-44 ff ff ff2c Pl @@ @O ........ 0},
00400970 loc_Ox400970:

0400970 14 00 DO 00 0O OO0 00 OP-01 7a 52 @O 01 /8 10 BP1 ......... ZRaX
04009380 1b Bc @7 B8 90 01 00 00-24 00 00 00 1c 00 @8 PO  ........ By
2400990 78 fb ff ff 80 00 00 P0-00 e 10 46 e 18 43 of Paaias i aat Faadi
00400920 b 77 ©8 680 00 3T 1a 3b-2a 33 24 22 00 00 00 00  .w...7.;*3%"....
g04009%bo 1c G0 00 00 44 00 00 00-ac fc fF fIf 89 OO GO GO ....D....covun.
004009cO 02 41 Ge 10 86 02 43 0d-06 82 84 Gc @7 08 02 20 o Dl e
pe4009do lc 00 @0 20 B4 @0 20 0B-15 fd ff ff 10 00 02 28 |
0040090 00 41 Ge 10 86 02 432 0d-06 4b OC 7 08 00 00 00 o DR R e
op4009fo 1c 00 00 0O 84 00 00 00-05 fd ff ffzo 00 Q@ @0 ............ id
0400300 00 41 Ge 10 86 02 43 0d-06 00 00 00 00 00 00 20 P I
00400al10 1c G0 00 00 a4 00 00 00-05 fd fT fIFT DB OO GO GO ......covvvvnnn
00400a20 00 41 ©e 10 86 02 43 0d-06 02 b3 @c 7 B3 QO @O  LA....C.........
00400a30 24 00 00 00 c4 00 00 00-a8 fd T fF 8900 Q0 B0  $.........c0vuns
00400240 @8 51 8c @5 86 06 5T Pe-40 83 07 8f 082 8e 03 &d B |
00400350 04 02 58 0= OB 00 00 02-14 00 DO 00 ec 0O OO DO I
00400360 18 fe ff ff 62 00 00 00-00 00 00 00 00 00 00 OO ... ... nnnnns :31

00400870 00 00 00 0O




) CG

libc_start main libc_start main
_stare(xd0058(0) (0x801060) (0x801068)
Y v
libc_start _main y
(0x400540) main (0x40071d)  ‘
\
_libe_start main accepted authenticate rejected

(0x700018)

]

(0x4006ed) / (0x400664) (0x40061d)
/ Y Y
_libc_csu_init

(0x400720) puts (0x400510) | | read (0x400530) [ |stremp (0x400550) [ | open (0x400560) | | printf (0x400520) exit (0x400570)

" l ' l | l l

_init (0x4004¢0) puts (0x700000) | [read (0x700010)| |stremp (0x700020) | | open (0x700028) | | printf (0x700008) exit (0x700030)

Y \

call gmon_start fram_dummy _do_global ctors_aux

(0x4005ac) (0x400640) (0x400880)

32




@ Alternative

proj = angr.Project(‘backdoorl’, auto load libs=False)

state = proj.factory.entry state(stdin=angr.SimFile)
while True:

succ = state.step()

if len(succ.successors)==2:

break

state = succ.successors[0]

statel, state2 = succ.successors

input_data = statel.posix.stdin.load(0, statel.posix.stdin.size)
print(statel.solver.eval(input data, cast to=bytes))

#output:
b"\x00\x00\x00\x00\x00\x00\x00\x00\x00SOSNEAK Y \x00'
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