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@ Documentation

+« Read the documentation
* Installed in the debugger root directory

+« Reading the docs is key to using the debugger efficiently
« Ever-increasing number of commands and command parameters
* Very large number of debugging topics

* No presentation or class can cover all the debugger features you
care about

4« Use the index for any topic you need more information on
« Use search if the index does not list the topic

<« New features are also listed on their website




@ Types of Debuggers

4+« Command line debuggers
 kd.exe: kernel debugger
» cdb.exe, ntsd.exe: user mode debugger

++ WinDbg
* GUI on top of kd.exe and cdb.exe
* |dentical extensions and command interface
* Much more efficient for source debugging
« Can be slower because of extra data displayed

v« Dbgrsv.exe, kdsrv.exe, dbengprx.exe
* Debugger protocol remoting tools
 Discussed later as part of debugger remoting




@ What Do the Debuggers Support?

4« Processor architectures:
e X806, Iltanium, x64

4« OS versions:
 Windows NT 4 and later
» No Win9x kernel debugging
* Debugging the newest OS requires using the latest debugger

4« Protocols
« COM, 1394, EXDI, USB 2.0 in beta

4« Can debug a Windows OS running inside the Virtual PC or
VMware virtual machines




@ Common Issues

4« Local variable issues

 Turn off compiler optimizations
» razzle no_opt

+« Breakpoint issues
« Use the “bu” command to deal with unloading modules

v« 1394 debugging won'’t connect (firewall)
 Disable 1394 host controller on the target

4« COM port debugging won'’t connect
 Disable legacy USB support in the BIOS

+ If all else fails, you may have hit a debugger bug
* Report it! We don’t release until all known bugs are fixed.
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WinDbg Preview
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@ Installing

O Installing WinDbg Preview

O If you are using the Windows 10 or above, WinDbg Preview is
already installed.

O If you are using some other machine, follow the steps below to
install it.

© On Windows 10, at the lower left of the desktop, click the
magnifing glass. Type STORE

O Open Microsoft Store.
O In Microsoft Store, search for WinDbg, as shown below.




@) Installing

Microsoft Store w O X
& = WINDBG pe
Departments « || Available on o
sl Tt i O When it finds "WinDbg Preview",

click the blue Get button.

AppS (1) Show all .
O A "Use across your devices" box

pops up. Click "No, thanks".

O Click Launch.

WinDbg >
Preview

* &%+ 102 Show all
=

Installed
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@ Launching

© Close WinDbg.

O Click the Start button and type WINDBG. Right-click
"WinDbg Preview" and click "Run as Administrator”.

© Approve the privilege escalation.

/R
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@ Debugging Notepad

© In WinDbg, click File, "Launch executable".
O Navigate to:
C:\Windows\System32\notepad.exe

and open it.




@ Loading Dlls

P8 C:\Windows\System32\notepad.exe - WinDbg 1.0.2007.06001

Home View Breakpoints Time Travel Model Scripting Command Source

II ’ (P stepout ) Step Out Back Qj O Restart | B (/; @ o E

1 Step Into ¥} Step Into Back B Stop Debuggin
Break Go ('} step (') step Go : i Settings |Source| Assembly  Local Feedback

- ﬁl Step Over ’ﬁ Step Over Back g, A Detach Help*  Hub

Flow Control Reverse Flow Control End Preferences Help

Microsoft (R) Windows Debugger Version 10.0.20153.1000 AMD64
Copyright (c) Microsoft Corporation. All rights reserved.

CommandLine: C:\Windows\System32\notepad.exe

kxkkkkkkkk¥k%x¥* Pgth Validation summar‘y ¥ & ok % 3 ok K ok k% Kk %k

Response Time (ms) Location

Deferred symsrv*symsrv.dl1*C:\Symbols*https://msdl.microsoft.com/download/symbols
Symbol search path is: symsrv*symsrv.dl1*C:\Symbols*https://msdl.microsoft.com/download/symbols
Executable search path is:

ModLoad: 00@07ff7'e203@060 00077 2073000 notepad.exe

voatoza: o006 Fi_2sa7caoo]cono 15 cscono

ModLoad: 6066 10000 Ve 7ff8 551f3000 *\Windows\System32\KERNEL32.DLL

ModLoad: 00907ff8 52f40000 00007ff8 531d4000 :\Windows\System32\KERNELBASE.d11

ModLoad: @eee7ff8 55390000 ©Vee7ff8 55433000 :\Windows\System32\ADVAPI32.d1l1

ModLoad: ©0087ff8 54340000 00007ff8 54adebbod :\Windows\System32\msvcrt.dll

ModLoad: ©0007ff8 54d10000 000e7ff8 S54daed00 :\Windows\System32\sechost.dll

ModLoad: @0ee7ff8 55260000 ©Vee7ff8 55382000 :\Windows\System32\RPCRT4.d1l1l

ModLoad: ©0007ff8 54210000 00007ff8 54239000 :\Windows\System32\GDI32.dll
ModLoad: ©0807ff8 52c00000 00eR7ff8 52d9c000 :\Windows\System32\gdi32full.d11

Kl
0:000>

Aowsyy si23sibay Ajquiassesiq




@) Loading Dlis

4] ntdil.dll Properties

Image Strings

Host Name: Image
Description:  NT Layer DLL

‘ Company:
File Options View Process Find DLL Users Help .
Version: 10.0.17763.1432

A mw Al [

HU ﬁlﬁ\j@fx“@ | it Build Time:

Process PID Des ~
_|notepad.exe _ Path: 7200Not
Qyprocexp64.exe C:\Windows\System32\ntdll.dll Explore 9652 Sys

Svorepdd e Ausosart Locain 10944 ot
m LocalBridge.exe nfa Explore 12140 Loc

Load Address: IUXUDUDTFFBSGEJ?UOUO I Verify >

Name ‘ Description Mapped Size:  0x1EDOOO bytes -
Kernel.appcore.all AppModel APl HOST _ rnel.appcore.al
kernel32.d11 windows NT BASE API Client DLL Mapping Type: Imege rnel32.d11
KernelBase.dl11 windows NT BASE API Client DLL VirusTotal: rnelBase.dl1
icale.nls
Microsoft® C Runtime Library vep_win.dl1
windows NT CRT DLL vert.dll
notepad.exe Notepad ytepad.exe
ntdl1.d11 NT Layer DLL id11.d11
oleaut32.dl] OLEAUT32.DLL eaut32.dll1
Power Profile Helper DLL wrprof.dll
User Profile Basic API ofapi.dll
Microsoft Property System opsys.dll
rpcrt4.dl11 Remote Procedure cCall Runtime ert4d.dll

L S S b | e L rraafrmma fo ra - B L b I |

<

CPU Usage: 3.41% Commit Charge: 57.40% Processes: 142

Image: 64-bit

In some cases (Windows XP, Vista, are rearms left. The
following commands can | 1d Prompt and select 1 4
the 'Run as Administrato

Show current license, time remaini S
slmar /div




@ St a c k P C:\Windows\System32\notepad.exe - WinDbg 1.0.2007.06001

Home View Breakpoints Time Travel Model Scripting Command Source

’ (P stepout '} Step Out Back O Restart E =
. T ) A =
I n WI n D q {}) stepinto () Step Into Back B Stop Debugging
Break Go " o Go Settings |Source| Assembly  Local Feedback

Step Over = *(} Step Over Back Back A Detach Help~  Hub

L4

b tt Flow Control Reverse Flow Control End Preferences Help
ottom.
© Here yo

ModLoad: ©0007ff8 5210000 ©0007ff8 52136000 :\Windows\System32\bcrypt.dll
Instructic

ModLoad: 00007ff8 4c1e00dd 000O7ff8 4c3b7000 :\Windows\System32\urlmon.dll
ModLoad: 00007ff8 4bf30000 ©0007ff8 4c1d8000 :\Windows\System32\iertutil.dll
ModLoad: ©0007ff8 52380000 ©0007ff8 5238c000 :\Windows\System32\CRYPTBASE.DLL
ModLoad: ©0007ff8 51ed0000 00VL7ff8 51f0dee :\Windows\System32\IPHLPAPI.DLL
(1c20.1530): Break instruction exception - code 80000883 (first chance)
ntdll!LdrpDoDebuggerBreak+@x30:

O
wv
o
a
o
=
g
<
prs )
®
Q
=
[
n
<
)
=
(]
=

00ee7ff8 56a42dfc cc int 3
O From thgl: @
-
0:000> |
:Locals v 2 X ]iStack
Th e IOW = \J | Frame Index Name

[0x01 ntdll!LdrpDoDebuggerBreak + 0x30
We a re fi [0x1] ntdll!LdrplnitializeProcess + 0x1d92
[0x2]1 ntdll!_Ldrplnitialize + Ox4e1dd

[0x3] ntdll!Ldrplnitialize + 0x3b

[0x4] ntdll'LdrinitializeThunk + Oxe

| ja
Locals | Watch Threads | Stack | Breakpoints ' 15
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Vi ewi n P C\Windows\System32\notepad.exe - WinDbg 1.0.2007.06001
Q g i View Breakpoints Time Travel Model Scripting Command Source

’ {'F stepout ) Step Out Back D Restart = .
I ¢ n - ! lﬂ Hﬂ]
{*} StepInto  (*) Step Into Back B Stop Debugging
I th I Break Go = = Go = Settings |Source| Assembly  Local Feedback
n e Owe r . {}* StepOver *{} Step OverBack g, & Detach Help~  Hub

Flow Control Reverse Flow Control End Preferences Help

execute this

0eeR7ff7 e204ca3@ notepad!_imp_ReadFile = <no type information>
00007ff7 e204a8b@ notepad!GetMrtResourceHandle (GetMrtResourceHandle)
0:000> x notepad!*main*
000R7ff7 e204ac68 notepad! mainCRTStartup (void)
09607ff7 eze4b8e3 notepad' ma1nCRTStartup$f11t$0 (void)

: <no type information>

X notepad!
O You see alc
O To see the

Aowsy siaysibay Ajquassesiqg

Locals v 2 X ||stack
CO m m a n d : | Frame Index Name
| [0x01 ntdll!LdrpDoDebuggerBreak + 0x30
x n Ote pad ! [0x1] ntdll!LdrplinitializeProcess + 0x1d92
[0x2] ntdll!_Ldrplinitialize + Ox4e1dd

[0x3] ntdll!Ldrpinitialize + 0x3b

o YOU See a f [0x4] ntdll!LdrinitializeThunk + Oxe
shown belo In

Locals | Watch Threads | Stack = Breakpoints

Chrisr Frirrant lirenca tima ramaininAa ra_arm roaint (all avcant \Mindieic YD)




S tt = C:\Windows\System32\notepad.exe - WinDbg 1.0.2007.06001
Q e I n g ' Home View Breakpoints Time Travel Model Scripting Command Source

II > (" stepout '} Step Out Back O Restart U 4_;] Pﬂ 0 E
* StepInto (¥} Step Into Back B Stop Debugging | I‘
Break Go s Go & Settings |Source| Assembly  Local Feedback
Xecu e « () StepOver *{} Step Over Back . = Detach Help* Hub ; a n

Flow Control Reverse Flow Control End Preferences Help

00RR7ff7 e204b8e3 notepad' malnCRTStartup$f11t$0 (void)
QRRO7ff7 e204cf68 notepad!_imp__ getmainargs = <no type information>
00007ff7 e2034238 notepad!WinMain (WinMain)
00077 e204ac50 notepad!WinMainCRTStartup (WinMainCRTStartup)
©:000> bu notepad!WinMain
©:000> bl
® e Disable Clear ©0007ff7 e20834238 0001 (V1) 0:**** notepad!WinMain

display bre

bu notepsz
bl

]
0:000>|

o The break fLocaIs | v 2 X |[stack

V | Frame Index Name

[0x01] ntdll!LdrpDoDebuggerBreak + 0x30

Koway sie)sibay Alqwassesiqg

[0x1] ntdlllLdrplnitializeProcess + 0x1d92
ntdll!_Ldrplnitialize + Ox4e1dd
ntdlliLdrplnitialize + 0x3b

[0x4] ntdll!LdrinitializeThunk + Oxe

-
e
Locals | Watch Threads | Stack | Breakpoints
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Q S e ,ﬂ C:\Windows\System32\notepad.exe - WinDbg 1.0.2007.06001

File Home View Breakpoints Time Travel Model

Scripting Command Source

II ’ F Step Out {'} Step Out Back O Restart j

—1 Step Into ¥} step Into Back ' M Stop Debuggin
Ru n Break Go _1 8 [_) Go 5 ikl Settings |Source
{)* Step Over *{} Step Over Back A Detach

Back

-

tiﬂ

= @K

Assembly  Local Feedback
Help* Hub

Flow Control Reverse Flow Cantrol End Preferences Help

0:000> bl

0:000> g

Breakpoint @ hit
notepad!WinMain:

[d
0:000>|
‘Locals v s I!Stack

fiowsyy siaysibay Ajquisssesig

Value Frame Index

[0x01]
[0x1]
[0x2]
[0x3]

Locals = Watch Threads

@ e Disable Clear 00007ff7 2034238 0001 (PPB1) ©:**** notepad!WinMain

ModLoad: ©0007ff8 53b900e0 008ee7ff8 53bbedo@  C:\Windows\System32\IMM32.DLL

00BR7f{7 e2034238 48895c2410 gword ptr [rsp+18h],rbx ss:00000016 bb67f898=0000000000000000

Name
notepad!WinMain
notepad!_mainCRTStartup + 0x19f
KERNEL32!BaseThreadInitThunk + Ox14
ntdll!RtlUserThreadStart + 0x21

Stack : Breakpoints




Home View Breakpoints Time Travel Command Source

I I ’ (Y Step Out

{*) step Into

Scripting

= @ Py

{') Step Out Back D Restart =

<[>

(_] Step Into Back B Stop Debugging

Break Go

Kowapy siaysibay Ajquiassesiq

ﬁl‘ Step Over

Flow Cantrol

Command X

{} Step Over Back

Go
Back

Reverse Flow Control

A Detach
End

Settings |Source

Preferences

Assembly

Local Feedback
Help~  Hub

Help

—poava- - PovoT

000078 54960000
00007ff8 54210000
80LO7ff8 54a40000
00ee7ff8 54be000@
0007 ff8 54d10000
0000718 54dbooee
00007118 55140000
000078 55260000
000078 55390000
00007 f8 55440000
000078 56970000

0 : .
0:000> |

Locals

Locals | Watch

TOCTTT T T O T T OO

000718 542309000
00ee7ff8 54339000
000B7ff8 54adeooo
000878 54d07000
0000718 54dae000
00007ff8 556ddeee
00ee7ff8 551f3000
00ee7ff8 55382000
00ev7ff8 55433000
00e07ff8 56939000
000078 56b5d000

shcore
GDI32
msvcrt
COMDLG32
sechost
combase
KERNEL32
RPCRT4
ADVAPI32
SHELL32
ntdll

ToCTeT T T

(deferred)
(deferred)
(deferred)
(deferred)
(deferred)
(deferred)
(pdb symbols)
(deferred)
(deferred)
(deferred)
(pdb symbols)

v £ X|

c:\symbols\kernel32.pdb\B7EFAB465AFB4214CBD5328BOB5ED@841\kernel32. pdb

c:\symbols\ntdll.pdb\62C@2F6EEFOAF78DFB36E22C396B9BBA1\ntdll. pdb

| Stack

Frame Index Name

| o
1011
10:2]
1031

notepad!WinMain
notepad!__mainCRTStartup + 0x19f
KERNEL32!BaseThreadInitThunk + 0x14
ntdll!RtlUserThreadStart + 0x21

Threads | Stack = Breakpoints




B C\Windows\System32\notepad.exe - WinDbg 1.0.2007.06001

Time Travel

O Restart
B Stop Debugging

@ Stack

O Tosee a

{'} Step Out Back

I I ’ ('} step Out

{*) step Into
-(Tl Step Over

[7] Step Into Back
ﬂ Step Over Bacl

Flow Control Reverse Flow Control

A Detach

End

Model

Scripting Command

-~ = @ Ky

Source| Assembly  Local Feedback

Help~  Hub

Preferences Help

# Child-SP
"bb671888 00RO7ff7 e204ae@7
"bb67f890 @0RO7ff8 55157974
"bb67f950 00RO7ff8 569da271
"bb67f980 00000000 VOB

O You see
as show
O Thisis t
pane, wi

o
wv
o
wv
wv
(1]
3
o
~
.l
o
=}
9
(1]
v
=
m
3
o]
=

B o wvne AT b i v aasm - N i s iusY

Call Site

notepad!WinMain
notepad!__|

mainCRTStartup+0x19f

KERNEL32!BaseThreadInitThunk+0x14
ntdll!RtlUserThreadStart+ex21

X ‘ Stack

Vall | Frame Index

[0x0]
[0x1]
[0x2]
[0x3]

q

Threads

Al iabon Sl s o vt et

Name
notepad!WinMain
notepad!__mainCRTStartup + 0x19f

KERNEL32!BaseThreadInitThunk + Ox14

ntdll!RtIUserThreadStart + 0x21

Stack = Breakpoints

daie v il i e A P al e vt a



1) Find

Let's fi
modulé

x ntdll

You se
below.

,E! C:\Windows\System32\notepad.exe - WinDbg 1.0.2007.06001

in»

Break Go

Kowspy s1aisibay Ajquiassesig

Home View Breakpoints Time Travel Model Scripting

= W Step Over ﬁ Step Over Back p_ | A Detach

{7} step out {') Step Out Back O Restart ;_J P @
[}} stepinto (¥} Step Into Back B Stop Debugging J

Go Settings Source Assembly

Flow Control Reverse Flow Control End Preferences

Command

ModLoad:
ModLoad:
ModLoad:
ModLoad:
ModLoad:
ModLoad:

000078
0:000> x
000071 18"
P0LR7F 8"
000071 f8"
0000718’

I
0:000> |

Locals

Locals VE(CE

X

Command Source

O K

Local Feedback
Help~  Hub

Help

00007118 48b60000 0LER7ff8 48be900d
00007118 52110000 00OR7ff8 52136000

00007118 51ed0000 00RR7ff8 51fodooe
00007118 4bf30000 0ROR7ff8 4c1d8000

C:\Windows\System32\WINSPOOL .DRV
C:\Windows\System32\bcrypt.
00007118 4c1e0000 00OR7ff8 4c3b7000  C:\Windows\System32\urlmon.
C
C

dll
dll

:\Windows\System32\IPHLPAPI.DLL
:\Windows\System32\iertutil.dll

00007ff8 52380000 0PVR7ff8 5238c000 C:\Windows\System32\CRYPTBASE.DLL
(1514.398): Break instruction exception - code 80000003 (first chance)
ntdll!LdrpDoDebuggerBreak+0x30:

56a42dfc cc int 3

ntdll!*CreateFile*

569dccbc ntdll!EtwpCreateFile (void)

56a101f@ ntdll!NtCreateFile (NtCreateFile)

56a101f@ ntdll!ZwCreateFile (ZwCreateFile)

56290958 ntdll! imp NtCreatefFile = <no type information>

v 2 X ||Stack
Frame Index

[0x01

Threads | Stack |

BreaIpE)i nts

Name
ntdll!LdrpDoDebuggerBreak + 0x30
ntdlllLdrplnitializeProcess + 0x1d92
ntdll!_Ldrplnitialize + Ox4e1dd
ntdlliLdrplinitialize + 0x3b
ntdlliLdrlnitializeThunk + Oxe

S shown




€ |
| X

_| Untitled - Notepad
File Edit Format View Help

Home View Time Travel

I I } (T} step Out

) stepinto (%) Step Into Back
Break Go T — Go
{}* Step Over  *(} Step Over Back g

Breakpoints

{'} Step Out Back O Restart

A Detach

L4

Flow Control Reverse Flow Control End

B Stop Debugging

,ﬂ CA\Windows\System32\notepad.exe - C:\Windows\System32\notepad.exe - WinDbg 1.0.2007.06001 (Administrator)

Command Source

O Fs

Local Feedback
Help~»  Hub

Model

Settings |Source Assembly

Scripting

Preferences Help

P0RO7ff7 2034238
0oee7ff8 56al0l1fe

© e Disable Clear
1 e Disable Clear
2:008> g
ModLoad: ©0087ff8 53b90000 ©eeA7ff8 53bbedoe
Breakpoint 1 hit
ntdll!NtCreateFile:
0PRR7ff8 56a101f@ 4c8bdl

[«]

2:008> |

fowapy siaysibay Alquassesiq

Locals

9001 (0001)
0001 (0001)

2:**** notepad!WinMain
2:*%¥¥* ntdll!NtCreateFile

C:\Windows\System32\IMM32.DLL

v 2 X |lStack
Frame Index

[0x0]

Name
ntdll!NtCreateFile
ntdll!LdrpMapResourceFile + 0x12b
ntdll!LdrMapAndVerifyResourceFile + 0x9a
ntdll!LdrLoadAlternateResourceModuleEx + 0x47c

ntdll!LdrpLoadResourceFromAlternativeModule + 0x...

Locals | Watch

nRe-diill (all excepl wWIlIduws AF). Reyuiles (eD0UL.

slmar /rearm

[0x5]

Threads

‘ Stack .

ntdll!LdroSearchResourceSection U + 0x589
Breakpoints

22



| Untitled - Notepad
File Edit Format View Help

F C:\Windows\System32\notepad.exe - C:\Windows\System32\notepad.exe - WinDbg 1.0.2007.06001 (Administrator)

Home View Breakpoints Time Travel Model Scripting Command Source

II ’ ('?StepOut l_} Step Out Back | Restart | l_J \“b L.ﬂ o E

-1 Step Into Step Into Back B Stop Debuggin
Break Go i Croes Go P Lo Settings |Source| Assembly  Local Feedback

. {)} StepOver *{} Step Over Back bk | & Help*  Hub

Flow Control Reverse Flow Control Preferences Help

Command

PR a-: g UNTrozZen
2:008> k
# Child-sP RetAddr Call Site
000049 d97ade88 BLVR7ff8 569bBdeb ntdll!NtCreateFile
00000049 d97ade9e 00ev7ff8 569ade36 ntdll!LdrpMapResourceFile+8x12b
00000049 d97adlbe ©0e87ff8 569a2a5c ntdll!LdrMapAndVerifyResourceFile+0x9a

00000049 d97ad230 0078 569a22c9 ntdll!LdrLoadAlternateResourceModuleEx+@x47c n A
20000019 ° AQ7adAAe AR T7FFRT EAQa2220 ntA11 1l drnl nadRacniircaEramAltarnativiaMndinlalrBv1F1

fowa sieysibay Ajquassesiq

v 2 X |[stack
Frame Index Name
| ntdll!NtCreateFile
[0x1] ntdll!LdrpMapResourceFile + 0x12b
[0x2] ntdll!LdrMapAndVerifyResourceFile + 0x%a

[0x31] ntdll!LdrLoadAlternateResourceModuleEx + 0x47c
ntdll!LdrpLoadResourceFromAlternativeModule + Ox...

[0x5] ntdll!LdrpSearchResourceSection_U + 0x589

Locals | Watch B Threads | Stack | Breakpoints

23

Re-arm (all except Windows XP). Requires reboot.




_| untitled - Notepad
File Edit Format View Help

Pl C:\Windows\System32\notepad.exe - CAWindows\System32\notepad.exe - WinDbg 1.0.2007.06001 (Administrator)

Home View Breakpoints Time Travel Model Scripting Command Source

II ’ ¥ Step Out 1_} Step Qut Back D Restart ' ;‘J .</> @ o E

-1 Step Into Step Into Back B Stop Debuggin
Break Go L) st {"_] i Go P g Settings |Source| Assembly  Local Feedback

- ﬁl Step Over  *(} Step Over Back g_ |, A Detach Help~  Hub

Flow Control Reverse Flow Control End Preferences Help

15 00000049 d97aeedd 00007ff8 56a338b9 ntdll!LdrpInitializeProcess+0xlel6

16 00PBLRA9 d97af310 @OLB7{f8 569e56C3 ntdll! LdrpInitialize+@x4eldd
17 P00BBR4A9 d97af3b@ 00RB7ff8 569e566e ntdll!LdrpInitialize+@x3b
18 P00LPR49 d97af3e@ 00OV POLLOOLL ntdll!LdrInitializeThunk+@xe
2:008> ~

8 1Id: 1f6c.14b4 Suspend: 1 Teb: 00000049 d9858000 Unfrozen

Kowapy siaisibay Ajquiassesig

N
o]
(]
[°3]
v

v 2 X ||Stack
‘ Frame Index Name

ntdll!NtCreatefFile

ntdll!LdrpMapResourceFile + 0x12b
ntdll!LdrMapAndVerifyResourceFile + 0x9a
ntdll!LdrLoadAlternateResourceModuleEx + 0x47¢

ntdll!LdrpLoadResourceFromAlternativeModule + Ox...
ntdll!LdrpSearchResourceSection_U + 0x589
Locals | Watch Threads | Stack | Breakpoints




| Untitled - Notepad

File Edit Format View Help

P8 C:\Windows\System32\notepad.exe - C:\Windows\System32\notepad.exe - WinDbg 1.0.2007.06001 (Administrator)

Home View Breakpoints Time Travel Model Scripting Command Source

II ’ {7} step Out {} Step Out Back O Restart | J ‘:/‘)l ouo o E

1 Step Into Step | ¢
p Into Back Stop Debuggin
Break Go \) o {_] Go P 9ong Settings |Source| Assembly  Local Feedback

- Ul Step Over {) Step Over Back Back A Detach Help~r Hub

Flow Control Reverse Flow Control End Preferences Help

18 000PLR49 d97af3e0 ©OOOLO0O ©ODOLEOO ntdll!LdrInitializeThunk+@xe
2:008> ~
8 1Id: 1f6c.14b4 Suspend: 1 Teb: 00000049 d9858000 Unfrozen
2:008> bl
® e Disable Clear ©0007ff7 €2034238 P01 (PLP1) 2:**** notepad!WinMain
1 e Disable Clear ©00007ff8 56al01fe eoel (oeel) 2:**** ptdll!NtCreateFile

Ki|
2:008>|

Lowspy sizisibay Ajgwassesiq

.Locals 2 X =;Slack

Frame Index
ntdll!NtCreateFile
ntdll!LdrpMapResourceFile + 0x12b

ntdll!LdrMapAndVerifyResourceFile + 0x%a
ntdll!LdrLoadAlternateResourceModuleEx + 0x47¢
ntdll!LdrpLoadResourceFromAlternativeModule + Ox...

. ntdll!LdrpSearchResourceSection_U + 0x589
Locals | Watch Threads | Stack | Breakpoints

25

Re-arm (all except Windows XP). Requires reboot.




| Untitled - Notepad

File Edit Format View Help

P8 C:\Windows\System32\notepad.exe - C:\Windows\System32\notepad.exe - WinDbg 1.0.2007.06001 (Administrator)

Home View Breakpoints Time Travel Model Scripting Command Source

II ’ {7} step Out {} Step Out Back O Restart | J ‘:/‘)l ouo o E

1 Step Into Step | ¢
p Into Back Stop Debuggin
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Re-arm (all except Windows XP). Requires reboot.
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