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@ Fixed-point Scanning

© Fixed-point scanning involves analyzing a specific
point within the file that is known to be part of the
legitimate code. This could be a function or other
segment of the code. By analyzing the code at this
fixed point, analysts can determine whether it has
been modified or replaced with malicious code.




1) Entry-point-Stardust
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Offset Name Value Value
98 Magic 20B NTG&4
9A Linker Ver. (Major) 2
9B Linker Ver. (Minor) 27
9cC Size of Code 1C00
AD Size of Initialized Data 4400
Ad Size of Uninitialized Data 200
AB Entry Point 14B0
AC Base of Code 1000
BO Image Base 140000000
B8 Section Alignment 1000
BC File Alignment 200
co 0S Ver. (Major) 4 Windows 95 / NT 4.0
c2 0S Ver. (Minor) o
ca Image Ver. (Major) 0
(o] Image Ver. (Minor) 1]
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cC Win32 Version Value 1]
DO Size of Image D000
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DC Subsystem 2 Windows GUI
DE DLL Characteristics 160
40 DLL can move
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@ Entry-point-compressedStardust

[ ] PE-bear v0.5.5.7 [JUsers/zhong{Downloads/{compressedStardust. EXE]
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40 DLL can move
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Loaded: /[Users/zhong/Downloads/compressedStardust. EXE




@ Skeleton Detection

4« Skeleton detection is a technique that identifies the core
functionality or "skeleton" of a malware sample through its static
attributes, such as its code, file structure, signature generation.




Stardust.EXE

Disasm General DOSHdr FileHdr Optional Hdr  Section Hdrs m = Resources

@ Skeleton Detection-Code analysis

4« It can help identify the main control flow and key functions used by
the malware. This can include the identification of specific API calls
or system functions used by the malware.

Offset | Func. Count  Bound? OriginalFirstTt TimeDateStan | Forwarder | FirstThunk
3400 KERNEL32.dll 18 FALSE 8064 0
3114 FALSE 80FC 0 o
3428 FALSE 81D4 0 0
343c ' ws2_32.dIl [} FALSE 81E4 0 0
WS2 32.dll [7 entries]
Callvia  Name Original Thunk Thunk ~ Forwarder | Hint i
83A4 WSACleanup 8630 8680 20
83AC WSASocketA - 868E 868E 58
83B4 WSAStartup - 869C 869C BA
83BC closesocket - 86AA 86AA A5
83C4a 86B8 86B8 A6
83CC 86C2 86C2 BS
83D4 86CA 86CA BG

= Exception = BaseReloc.




@ Nearly Exact Identification

4« Nearly exact identification is a technique that identifies a specific
variant or version of a malware sample. It involves comparing two
or more versions of the same malware sample to identify
differences between them.




@ Nearly Exact Identification

v« To perform nearly exact identification, analysts typically use
techniques such as binary diffing, code comparison, or file

comparison.




@) BinDiff

v« BinDiff uses a unique graph-theoretical approach to compare
executables by identifying identical and similar functions.

F:\BinDiff Workspa
File Diffs Settings Help

/ =) Workspace \

[ Single Function Diff Views (0)




) BinDiff

b — ——
@® F:\BinDiff Workspace\BinDiff Workspace.BinDiffWorkspace - BinDiff
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Add Existing Diff...  Ctrl-A
New Directory Diff ..

Open DIiff
Close Diff

Delete Diff
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@) BinDiff

7
@® New Diff

Primary Source

‘Primary file:

Secondary Source

Secondary file:

Diff Destination

F:\cfree\bindiff1\mingw5\bindiff1.i64

F:\cfree\bindiff2\mingw5\bindiff2.i64

bindiff1 vs bindiff2

Diff

Cancel
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@) BinDiff
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@) BinDiff

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
int get num();
void print_bad();

int main() {
int num;
while(1) {
num = get num();
if (num == 1337 {\
printf(" Accepted!\n");

else {
print_bad();

return O;

}

int get num() {
char buf[16];
printf("Enter secret number : ");
fgets(buf, 16, stdin);
return atoi(buf);

void print_bad()
}printf("Nope!\n" ;

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
int get num();
void prlnt_]%ood();
void print_bad();
int main() {
int num;
while(1) {
num = get num();
if (num == 1337 || num == 7331 || (num*3+3321)*2 + 7331)/3 == 7333) {
print_good();

else {
print_bad();

return 0;

;
int get num() {
char buf[16];
printf("Enter secret number : ");
fgets(buf, 16, stdin);
return atoi(buf);

void print_good()
}printf("Accepted!\n");

void print_bad()
}printf("Nope!\n'%;
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@) BinDiff-function

proj = angr.Project('bindiff a', auto load libs=False)

cfg = proj.analyses.CFGFast()

proj2 = angr.Project('bindiff b', auto load libs=False)

cfg2 = proj2.analyses.CFGFast()

anaz = proj.analyses.BinDiff(proj2, cfg a=cfg, cfg b=cfg2)

for func addrs in anaz.differing functions:
addrl = func_addrs[0]
addr2 = func_addrs[1]

print(cfg.kb.functions[addr]l].name, cfg2.kb.functions[addr2].name)

for func pair in anaz.identical functions:
print(proj.kb.functions[func pair[0]].name, proj2.kb.functions[func pair[1]].name)
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@) BinDiff-block

for blocks 1n anaz.differing blocks:

blockl, block2 = blocks
print(hex(blockl.addr))
print(hex(block2.addr))
print(proj.factory.block(block1.addr).pp())
print(proj2.factory.block(block2.addr).pp())
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@) BinDiff-block

def analyze(b, name):
for func in b.kb.functions.values():
if func.name.find(name) == 0:

plot func graph(b, func.transition graph, "%s %s cfg" % (name, b.filename), asminst=True, vexinst=False)

analyze(proj, "main")

analyze(proj2, "main")
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ff
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(- Elaoc

k. 300616
Ox00400&1&:  push rbp
Ox00400617: mov rbhp, rsp
Ox00400&51la: =sub rsp, O0xl0
Ox0040061e: mov eax, 0O
I\‘-_III}{IZIEIflEIEIISZS: call OxdO0edo

/

Elock O0x100628

W

Ox00400&6258: mwow dword ptr [rhp - 4], =ax

Ox0040052k: cmp dword ptr [rbhp - 41, 0xE33

0x0040063E: jrne Oxd400&40

( Elock Oxi00634 w Elock Oxi00640 w
Ox00400534: mow edi, 0x400724 Ox00400&40: mow eax, O
Ox00400633: call Oxd4004c0 Ox00400645: call Ox400853
Elock 0xi0063e W
Function print bad 0xd00689

Function puts bxd0ldc n]

£

Ox0040063e: Jnp Dx4DDE4aJ

g
!

Ox004005da:

Jmp Ox400&81le

Elack Dxd0déda \
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1:’; IEEI;

N

D

ff

Elock 0xd00616
0x00400&616: push rbp
0x00400&617: mow rbp, rsp
0x00400&61a: sub rsp, Oxl0
0x0040081e: wovw eax, O
Ox004006Z3: call Oxd0066a

o

(

Elock O0xi0062%

L/

0x00400628:
0x0040082b:
0x00400632:

wov dword ptr

cup dword ptr

je 0Ox400652

[thp - 4], eax
[rthp - 41, 0x539

’/ Elock 0xi00634 \‘
0x00400634:  cmp dword ptr [rbhp - 4], Oxlcal
\DxDD4DDSSb: je 0x400E65Z _/‘
/- Elock O0xd0063d -\'
0x0040063d: wow edx, dword ptr [rhp - 4]
0x00400640: mow eax, edx
Ox00400&642: add eax, eax
0x00400644: add eax, edx
0x00400646: add eax, e=ax
0x00400&648: =ub eax, 0xlffa
Ox0040064d: cmp eax, Z
H\EIxEID-iDDGEEI: ja Ox40068e /‘
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@ Image Based Method

 Image-based malware detection is a technique
used to identify malware as an image file. This
technique involves analyzing the contents of the
image file to detect any embedded malicious code

or hidden payloads.




@ Malware Samples to Images

Correspondence between the malware sample
file size and the converted imaged width

File Size Sequentially reads the

<10KB 32 (0, 312] f1 binary data in bytes and
./ converts each byte into a

10KB-30KB 64 156, 468
(156, ] number ranging in [0-255]

30KB-60KB 128 (234, 468

60KB-100KB 256 (234, 390]

100KB-200KB 384 (260, 520] Reshape the image data by
200KB-500KB 512 (390, 976] 7 following a recommended
500KB-1000KB 768 (651, 1302] . xed width with a vaniable

el
>1000KB 1024 (976,) ’
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