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Part One Dynamic Malware
0 1 ﬁ Analysis




@ What is Dynamic Analysis?

1 Allow the malware to
run.

d Complement
static analysis.

3

 Help us to understand
the program behavior.




@ Dynamic Analysis

\_

Basic dynamic

analysis

Q Executing target binary
and observing its behavior.

Advanced dynamic

analysis

QO Executing target binary
and using a debugger to
analyze internal states.




@ Basic Dynamic Analysis

* Monitered execution of a program in order to perform analysis.
* Often performed after static analysis is done.

Advantages

« Efficient way to determine program functionality.
» Able to check file activity, process creation,

network activity, etc.
Disadvantages

* Non-functional paths may be explored.




@ Executing the Malware

,*‘ In most cases, you can just double-click the “exe” file.

» You may want to run it from the command-line as well.

* What if the extension is not “exe™?
» You can change it. Verify if it is a PE file using a PE parser.

* What if itis a DLL?
»You can run a DLL using the rundll32 program.
» Format: C:\> rundll32.exe <name>.dll




@ Dynamic Analysis Systems

+« Dynamic analysis is run in a safe environment on dedicated physical or

virtual machines (in order not to expose the users’ system to unnecessary
risks)

QO Physical machines are set up on isolated networks, disconnected from the Internet or
any other network, to prevent malware from spreading

O Virtual machines emulate the functionality of a physical computer, where the OS
running on the virtual machine is isolated from the host OS
» One limitation is that some malware can detect when they are running in a virtual
machine, and they will execute differently than when in a physical machine
QO Arelated term is sandbox, referring to a physical or virtual environment for running
malware, which isolates executables from other system resources and applications.

» Although they share characteristics with physical and virtual machines, sandboxes

can be more limited (e.q., they can run in the browser), while physical and virtual
machines always act as a complete system

» For example, online sandboxes are websites where one can submit a sample file
and receive a report about its behavior 7




@ Dynamic Features for Malware Classification

v+« Dynamic features are extracted from the execution of malware at runtime

O Memory and registers usage - values stored in the memory and different
registers during the execution can distinguish benign from malicious programs

» Ghiasi et al. (2015) monitored the memory content and register values before and
after each invoked API call

» They used similarity scores between the benign and malicious files in a training set
to train an ML model for malware detection
Q Instruction traces - sequence of processor instructions called during the
execution of a program

» Dynamic instruction traces are more robust indicators of the program’s behavior
than static traces, since compression and encryption can obfuscate code
instructions from static analysis

» Carlin et al. (2017) analyzed traces of opcodes to detect malware by Random

Forest and Hidden Markov Model classifiers




@ Dynamic Features for Malware Classification

O Network traffic - monitoring the traffic entering and exiting the network can
provide helpful information to detect malicious behavior

» E.g., when malware infects a host machine, it may establish communication
with an external server to download updates, other malware, or leak private and
sensitive information from the host machine

» Bekerman et al. (2015) extracted 972 features from the network traffic, and
used them for developing Decision Tree and Random Forest malware
classifiers

O API call traces - traces for accessing file systems, devices, processes,
threads and error handling, and also to access functions such as the
Windows registry, manage user accounts, etc.

» Uppal et al. (2014) proposed traditional ML-based classifiers using n-grams of

features extracted from traces of invoked API calls.




@ Sandboxing

* Sandboxing is a security technique used to isolate running
applications from the rest of the system. It works by creating a
virtual environment, or sandbox, in which an application or
process can run without affecting other parts of the system.

* The sandboxed environment provides a controlled and secure
environment for testing or running potentially risky applications.
If the application performs any suspicious behavior, it will be
confined within the sandbox and prevented from affecting other
parts of the system.
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@ Sandboxing

* Sandboxing can be implemented in various ways, such as virtual
machines, containerization, or operating system-level
sandboxes. For example, a virtual machine can be used to
create a separate operating system environment within the host
operating system, while containerization can be used to create
iIsolated environments for individual applications or processes.
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@ Sandboxes

¥ All-in-one software solutions to analyze the execution of a
program.

€/ Provides security mechanisms for running untrusted programs
in a safe environment.

€ Lets you moniter behavior/changes to the system.
€ The “real” system remains isolated-so, it does not get infected.

o

)
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@ Sandboxes

* Usually use virtual components

» Simulates network services to allow program to execute
as it "normally” would

* Sandboxes for malware analysis
» There are many free and commercial versions available
» Lets you analyze a variety of file types: EXE, PDF, Office
documents, URLSs, etc.

( /‘ 13




@ Sandboxes-drawbacks

* May run the EXE w/o command line arguments.
* Execution may wait for response from C2.

* Malware may find out that it is running in a sandbox .

» an anti-analysis technique
»in that case, the malware may change its behavior

* Often the environment is not properly setup.

N R 14




@ Sandbox-Example:https://any.run/

@ WHY US SERVICE TRACKER REPORTS FEATURES INTEGRATIONS PRICING BLOG CONTACTS MEDIA KIT DEMO

I HEART OF AN INCIDENT

i | ] ' Watch the epidemiclas if itjwas an your computer,
| but in a more convenient angl secure wWay,
f l with a variety of monitoring features.

1; : (1] LET'S HUNT! | |

|

O OO/ anvrun x \ T
- = O I https://any.run | I

I/ [} WannaCry.exe

W Worra Deuryutte 20 S x| : .. MD5: B4CE2835A5D21BBCF7SAS17060BAB549

Coaops, your files have been encrypted!

Start: 30.09.2020, 11101

WinT 32 bt ramscrware  wenmecry  wannocrypler

= 03:01 @ Addtime () Si6p

Tracker: WannaCry

B CPU 2% RAM 21%
1 L]
Procasaes ™ Only important

Payment will b rilsed on

o AN A0 .

Ti
[ T::" = = | 1484 WannaCryexe PE
L% 3] wamnazy W 18k 3 18 125
Yourfiles will & lost on [ attrib_exe  +h
07 ALN) (0230 ' | ] 54 ] 10

Time Leh

Aise 23sB4e 8 0
taskdl wxn  PE

7 32 bit ﬁ L] =l
-
Y| u 7 i
s awn W 120 YOI g ue THM Mg wh 157 ANSIsjraSM v |u s 5

Tilbit
o = e ECTTTTE T

4 e e L B 30 s ¢ o 34

5 icacis.exe . /grant Everyone:F /T /C /0
B 244 2 o0& 20

Send $300 worth of bitaain te this sddress.

* | 7504 omdexa fc277721601449320bat




@) Moniter System Activity

:: Process Moniter

J

I i

Allow monitering of registry, file system, network, process, and
thread activities.

Moniter all system calls
Captures a lot of data (>50,000 events in a minute)

Use RAM to capture events
 can easily crash a VM - so, run for a limited amount of time

Not a reliable tool for network activities
* so other tools needs to be used
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) Running Malware-Process Moniter

I Process Monitor - Sysinternals: wa ernals.com = | X

File Edit Event Filter Tools Options Help
: ~ 4% Event Properties = O *
=y ’ - oy

BEHILIRNTYTAO & # L /1K na 2N
Time ... Process MName PID  Operation Path Result p Event @ Process & Sstack

2152 CA\Windows'\System32\5State Repository... SUCCESS a I
5060 'ww ReadFile C:\ProgramData '\ Microsoft\Windows De...SUCCESS a g : :
2152 s ReadFile C:\Windows\System32\State Repository .. SUCCESS g Host Process for Windows Services
5060 :r- ReadFile C:\ProgramData‘\Microsoft Windows De.. SUCCESS g Microsoft Corporaticn
2152 'm ReadFile C:A\Windows'\System32\State Repository... SUCCESS a
2152 ‘v ReadFile C\Windows' System32\Windows State... SUCCESS a MName: swchost.exe
5060 ‘v ReadFile C\ProgramData‘\Microsoft\Windows De.. SUCCESS a i 10.0.22621.1 (WinBuild.160101.0800
1232 s ReadFie C:\Windows \System32\lsasrv di SUCCESS g e e
2152w ReadFile C:\Windows'\System32\Windows State... SUCCESS g Path:
1232 ‘wu ReadFile C\Windows'\System32\sasrv dll SUCCESS a 7
MsMpEngexs 5060 s ReadFile €\ProgramData\Microscft\Windows De...SUCCESS i LAWINDOWS, systemaZisychast.exe
lsazs exe 1232 ' ReadFile CWindows'System 32\ zazry dll SUCCESS a c d Line:
MsMpEngexe 5060 s ReadFile C:\ProgramData'\Microseft\Windows De.. SUCCESS g e
svchost.exe 2152 % UnlockFileSingle C:\ProgramData\Microsoft\Windows'A... SUCCESS g CAWINDOWS\system32\svchost.exe -k appmodel -p -5 StateRepository
svchost exe 2152 'm ReadFile CaWindows'\System32\State Repository... SUCCESS a
lsass exe 1232 ‘v QueryNamelnfo. . C:\Users'\defaultuser]. DESKTOP-931H... SUCCESS N
|sass exe 1232 ' QueryNamelnfo.. C:h\UsershdefaultuserD DESKTOP-331H... SUCCESS N PID: 2152 Architecture: 64-bit
MzMpEng.exe 5060 ‘ew ReadFile CuUsershdefaultuser). DESKTOP-931H... SUCCESS a . :
explorer exe 6452 u ReadFile C:\Windows\System32\SHCare di SUCCESS gl PamotBID: 1792 Mirtualzeck S baks
svchost.exe 2152 ' ReadFile C\Windows\System32\Windows State... SUCCESS q Seeion I 0 Integrity: Systern
MsMpEng.exe 5060 ‘s ReadFile C\Usershdefaultuserl. DESKTOP-831H... SUCCESS g
explorer.exe 6452 % ReadFile C:\Windows'\System32\Taskbar dll SUCCESS o] Usen NT AUTHORITY\SYSTEM
MeMpEng exe 5060 ' ReadFile C:\ProgramData\Microsoft\Windows De...SUCCESS a : :
MMpEngexe 500 ¥ ReadFie C:\Users'defaultuser DESKTOP-931H... SUCCESS g | AuthiD: e
svchost.exe 2152 e LockFile C:\ProgramData\Microsoft\Windows\A... SLICCESS E Started: 3/24/2023 4:44:49 PM Ended: {Running)
svchost exe 2152 e QueryStandard!...C:\ProgramData\Microsoft\Windows'\A... SUCCESS A
svchost exs 2152 s UnlockFileSingle C:\ProgramData'\Microsoft \Windows\A... SUCCESS g  Modules:
explorer exe 6452 'wu ReadFile C\Windows' System 32\ Taskbar dil SUCCESS C: - -
MsMpEng.exe 5060 & ReadFile C:h\sers'defaultuser). DESKTOP-931H... SUCCESS g Module Address Size Path Company Version T
MﬁDE"g-m 25555152 ™ E::f’f:'e EZ\Efogrﬂmgﬁtﬂ\mimsg\mingﬂws iegﬂgggg g svchost.exe OxTFfE22220000  Ox11000 CAWINDOWS\system32\svchost....  Microsoft Cor...  10.0.22621.1 (.. 5,
swchost exe [, ] ile “ProgramData\Microsoft \Windows \A... } 2 ! s :

120:1... Emenplorerexe 6452 4 ReadFile C-\Windows\System32\Taskbar dl SUCCESS g windows.stater... Ox7fff1cdebD00  (x3d000 CAWINDOWS\SYSTEM32\window... Microsoft Cor...  10.0.22621.457.. T
201, W svchost exe 2152 s QueryStandard]...C-\ProgramData‘\Microsoft\Windows\A. SUCCESS A Windows.State... Ow 725750000 (heeb000 CAWindows\System32\Windows... Microsoft Cor..  10.0.22621.457... &
20:1.. svchost exe 2152 % UnlockFileSingle C:%ProgramData‘\Microsoft\Windows'A... SUCCESS q windows.stater... Ox7HF27190000 (s 12000 CAWINDOWS\SYSTEM32\window... Microsoft Cor...  10,0.22621.457 ... 4,
21 msmpgg.m 5060 4 g“:E:e Eftgsem“d%f::“\“;?‘ﬂ- DDEﬂ?\,KJOdP_BHS'" gﬂgggg o | SteteRepository... DTF27250000  0xb3000 ci\windows\system32\StateRepos... Microsoft Cor..  10.0.22621457 ... 1
201, WMaMpEng.one s sl s e DAt el e || windows.stater... (xTHf27380000  0x632000 cAwindows\system32\windows.st.. Microsoft Cor..  10.0.22621.1(.. 1

1:20:1... ‘s explorer.exe 6452 [ RegQuenyKey  HKCU“Software'\Classes SUCCESS g TR come coo o T T i S -

1:20:1... " explorerexe 6452 [ ReqQuerykey — HKCU\Software\Classes SUCCESS ad

1:20:1... = explorer exe 6452 [ RegQuenyMey  HKCUMSoftware'\Classes SUCCESS G

1:20:1.. explorer exe 5452 [ RegOpenkey  HKCU“Software'Classes' Applications’... NAME NOT FOUND |
20 ‘explorer exe 6452 m’ﬂegOpenKey HKCR Applications.Procmonéd exe NAME NOT FOUND O s C Al

1:20:1... = explorer.exe 6452 'ms ReadFile C\Windows\System32'windows.storag... SUCCESS a Ll ¥ | (Bt Eighbighted Py

1:20:1... S explorerexe 6452 [ RegQuenyiey  HKCUNSoftware'\Classes SUCCESS Query: Hame
201 explorer.exe 6452 [ RegQueryKey  HKCU“Software'\Classes SUCCESS Query: HandleTag...

6452 [ RegQuenykey  HKCUMScftware'\Classes SUCCESS CGuery: Name

6452 [ RegOpenkey
6452 [ RegOpenkey
2152 ' LockFile

HKC LU Software \(Classes*Applications®...

HECR*Applications'Procmon64 exe

C:\ProgramData‘Microsoft \Windows'\A. ..

NAME NOT FOUND Desired Access: R...
NAME NOT FOUMND Desired Access: R...
SUCCESS Exclusive: False, O...
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@ Running Malware-Process Moniter

€ To narrow the result, use filtering
€ You may want to filter on:

Executables running on the system
System call (such as RegSetValue, Create File, WriteFile, etc.)

4 )
Note: Filtering does not prevent from

. consuming too much memory though. )

18




@ Example1-Track File and Registry Changes

€ Let’s say, you need to track access to the registry key
HKEY CURRENT_USER\Software\test and file

c:\ps\procmon_example.txt.

€7 When Process Monitor starts, it begins capturing all events

according to the default filters.

1 Step 1. Stop capturing events by
unchecking the option File > Capture
Events (Ctrl+E).

1 Step 2. Clear the current ProcMon log
(Edit > Clear Display).

File

)

m

0

Edit Event Filter Tools
Ctrl+0O
Ctrl+S

Open...

Save...
Backing Files...
Capture Events Ctrl+E

Export Configuration...

Import Configuration...

Options Help

'Yl B

) Process Monitor - Sysinternals: www.sysinternals.com == ]

yKey
Key
Key
=Key
yKey
Key

Key
=Kev

Path

HKCU
HKCU\NSOFTWARE\Microsc
HKCU
HKCU
HKCU
HKCU\SOFTWARE\Microsc
HKCU
HKCII

19




@ Example1-Track File and Registry Changes

€ Let’s say, you need to track access to the registry key
HKEY CURRENT_USER\Software\test and file
c:\ps\procmon_example.txt. —pTE -

Display entries matching these conditions:

Path . & ;coriains _v” \GOFTWARE \test ~ | then _]_naje v
. Reset | gdd i Ei

1 Step 3. Now you need to configure the — -
. . . . 1 €3 Process Name is rocmon .exe clude
Process Monitor filters (Filter > Filter). | &~ it e
8 Emcess same is :;\Lrtamns ;:e :leuge
1 Step 4. Create a filter for monitoring gﬁzzzzzﬂzx o il
. Operation begins with IRF_MJ_ Exclude
access to the registry key: Path > | Goma e | b | b
. 7 €9 P=th ends with pagefile sys Exclude
contains > \SOFTWARE\test > Include. | 29~ wisin SR B
g Path ends with $LogFile Exclude
. . Path ends with $Volume Exclude
1 Step 5. Click Add to add a new filter to | 9@- o sl Goe
6 Path ends wlrth SFl.out Exclude
the list & =2 = =
@ Path ends with 2BadClus Exclude

Q Path ends with 8Secure Exclude v




@ Example1-Track File and Registry Changes

€ Let’s say, you need to track access to the registry key
HKEY CURRENT_USER\Software\test and file
c:\ps\procmon_example.txt.

1 Step 6. Now add a file access event filter: Path > is > c:\ps\procmon_example.txt
> |Include.

1 Step 7. Make sure the following options are enabled in the toolbar: Show
Registry Activity, Show File System Activity.

* The Show Network Activity and Show Process, and Threads Activity options can
be disabled.

(27 Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

@ ABE|SASG B A AW

Time ... Process Name PID Operation Path » — Result Detail
0‘ | Show File System Activity
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@ Example1-Track File and Registry Changes

€ Let’s say, you need to track access to the registry key
HKEY CURRENT_USER\Software\test and file
c:\ps\procmon_example.txt.

1 Step 8. Start event monitoring File > Capture Event.

1 Step 9. Let's create a reg parameter key in the specified registry key using the
command prompt:
* reg add hkcu\softwarel\test /v Path /t REG_EXPAND SZ /d *%systemroot*%
1 Step 10. Let's write some data into the procmon_example.txt file using the
command prompt:
* echo %date%>>c:\ps\procmon_example.txt
dStep 11. And using PowerShell:
« Get-Process|out-file C:\ps\procmon_example.txt

22




@ Example1-Track File and Registry Changes

€ Let’s say, you need to track access to the registry key
HKEY CURRENT_USER\Software\test and file

c:\ps\procmon_example.txt. ==

File Edit Event Filter

Tocls  Options  Help

| FE ARPE TAS B A8 | LB LN

Tire .. Frocess Name

It contains events for creating a
registry key by the reg.exe process

P

D Operation

11612 RegQueryValus
11512 % RegSatvalue
11612 &% Regllos=Key

-+ CreateFile
*.\CreateFile

Fath
HKCUsoftware ‘test

HKCUNSOFTWARE test'Path
HKCUMNSOFTWARE test Path

OFTWARE test

S'pmemon_exampl bd

PShprocmon_exampl b

Result
SUCCESS
MAME NOT FOUND
SUCCESS
SUCCESS
I NOT FOUND
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Detail
Desred Access: H...
Length: 12
Type: REG_EXPA...

Desired Access: G5
Desired Access: G

MlocationSize: 0. E...
Offset: 0, Length= 1

L]
( O e ratl O n > Re C re ate Ke ; MsMgEng exe 5352 ShCreateFileMapping CPShprocmon_exampl bd FILE LOCKED W1 SyncType SyncTy
p g y N 1752.... T MsMcEng.exe 5352 [Sh QueryStandard informaticnFile CPSprocmon_exampl ba SUCCESS AMlocationSize: 16, .
1752.... B MsMpEng.exe 5352 CoPS procmon_exampl ba SUCCESS Desired Access: R
17.52.... B MsMpEng.exe 5352 [Zh QueryNetwaorkOpenirformation File C.xPSprocmon_exampl bd SUCCESS CreatonTime. 23/1...
. . 17:52... B MsMpEngexe 5152 [BhCloseFile PSS procmon_exampl bd SUCCESS
17652 B MsMpEng.exe 5352 BhCreat=Fie C PS5 procmon_exampl bd SUCCESS Desired Access: R
It also contains events of creation 7 s @it ot o - P ot
17:62:... B-MsMpEng.exe 5352 E—‘j\EreateFlle C:4P S procmon_exampl ixt SUCCESS Desred Access: G...
. - . 17:52.... B MsMpEng.exe 53s2 atQuBr;Standard ImfermationFile C:\P 3 procmon_exampl b SUCCESS AlocationSize: 16, ..
t F I t t f I 17:52:.. B MsMpEng.exe 5352 BQUBF;BasiclnfumaﬁunFile C:P S procmon_exampl txt SUCCESS Creation Time; 231...
re a e I e a n W rI I n g O a I e 1752, B MsMpEng.exe 5352 5k File SystemControl C::PShprocmon_exampl bt SUCCESS Control: FSCTL_R. .
1752, W MsMpEngexe 5357 [Sh QueryBasiclrformationFile CPS'proemon_exampl bi SUCCESS Creation Time- 23:1...
N N - B MsMpEng.exe 5352 Sk ReadFile C:xPS'procmon_exampl bd SUCCESS Offset: 0. Length: 1...
(er te F I I e ) by th e p rocesses ¥ MsMpEngere 5352 BhCloseFie PSprocmon_examp b SUCCESS
; MsMpEng sxe 5352 ShCloseFile “PEvprocmon_exampl b SUCCESS
>_powershel exe 9 {

ED CreateFile

procmon_exampl td

SUCCESS

Desred Access: AL

'52.... E¥powershel exe [=h QuenyMetworkOpenlrformation File Svprocmon_exampl txd SUCCESS Creation Time: 23/1...

Cm d exe a n d Owe rS h e I I exe 1752.... F¥powershellexe 9092 BhCloseFile CPS procmon_exampl ba SUCCESS
L] L] L} 17.53... E¥powershell axe 9092 BhCreateFie CuPS procmon_exampl ba SUCCESS Desred Access: B
51 E¥pawershell exe 9092 [Bh QueryBasiclnformationFile C.4PS procmon_exampl b SUCCESS Creation Time. 23/7...

E¥ powershell exe 9092 [BhCloseFile C %P5 procmon_exampl b SUCCESS

. E®pawershel exe
powershell exe

-53.... E¥pawershell =xe
1761 EW ball sa

5082 BhCreatzFile

5052 h\WWnteFile
anga B whiea il

C.\PS procmon_exampl bd

P S procmon_exampl bd
rapg, o mmel bt

SUCCESS
SUCCESS
SUCCESS
SLrCESS

Desired Access: G...
Offset: [, Length: 7.
Offset: 732, Length. ..
(ifest- 974 | ancth

Showing 229 of 579,404 events (0.039%)

Backed by virtual memory
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Example2-Exclude System Process

€ Let's say, exclude msmpeng.exe (Antimalware Service
Executable). This is the core process of the antimalware
detection engine in Windows Defender.

(1 To exclude the events of this process from the ProcMon log, right-click on the
process name msmpeng.exe and select Exclude.

T ——cr— —————— =g

17:52:... mElicmd exe 10208 BCIaseFﬂe CAPSY \pmcmon exampl bd SUCCESS

17-52:... B MsMpEng.exe 5352 BxCreateFlIeMapping CAPS\procmon_exampl bd FILE LOCKED WI... SyncType: SyncTy.._
17:52.... B MsMpEng.exe 5352 [BhQueryStandardinformationFile CAPS\procman_exampl txt SUCCESS AllocationSize: 16, ..

17:52:... ‘B MsMpEng exe 5352 [BACreateFile C:A\PS\procman_exampl txt SUCCESS Desired Access: R...
17:52: . B MsMpEng exe 5352 @OueryNetwod-:Openh’rfoma’tmn File C:APS\procmon_exampl txt SUCCESS CreationTime: 23/1...
17:52:... 8- MsMpEng exe 5352 [BhCloseFile C:APS\procmon_exampl txt SUCCESS

17:52:... 'B- MsMpEng.exe 5352 BCreateFile C:APS\procmon_exampl txt SUCCESS Desired Access: R..
17:52.... B MsMpEng.exe 5352 [\ File SystemCorttrol C:A\PS\procmon_exampl bd OPLOCK HANDLE...Cortrol: FSCTL_R...

17:52.... ‘B MsMpEng.exe 5352 BACreateFile CAPS\procmon_exampl txt SUCCESS Desired Access: G...
17.52:.. B MsMpEng.exe 5352 B\OueryStandardlﬁfomationﬁle CAPS\proemon_exampl b SUCCESS AllocationSize: 16, ...

17:52:... % MsMpEng exe 53152 [ShQueryBasicinformationFile

C:\PS\procmon_exampl txt SUCCESS CreationTime: 23/1.. |

| 1 MsMpEng exe .. 'Hle SystemControl CAPS\procmon_exampl bd SUCCESS Cortrol: FSCTL_H.
17:52:... ' MsMpEy Properties... Ctrl+P C:APS‘procmon_exampl txt SUCCESS CreationTime: 23/1...|
17.52.... & MsMpbl CAPS\procmon_exampl txt SUCCESS Offset: 0. Length: 1.,
17:52:.. W MsMpEs Stack... Ctrl+K C:\PS'\procmon_exampl txt SUCCESS
17:52.... ' MsMpEi Toggle Bookmark Ctrl+B C:\PS‘procmon_exampl txt SUCCESS
17:52:... EMpowerst C:APS\procmon_exampl bd SUCCESS Desired Access: R...
17:52:... EMpowerst Jump To... Ctrl+) £ CAPSprocmon_exampl bd SUCCESS CreationTime: 23/1...|
17:52.... EMpowerst Search Online.., CAPS\procmaon_exampl b SUCCESS
17:53.... EMpowerst C:APS\procman_exampl txt SUCCESS Desired Access: R...
1753.... EMpowerst Include ‘MsMpEng.exe’ CAPS\procmon_exampl b SUCCESS CreationTime: 23/1...
17:53:... EMpowerst y ” C:\PS\procmon_exampl txt SUCCESS
17:53:... EMpowerst Exclude 'MsMpEng.exe C:A\PS\procmon_exampl b SUCCESS Desired Access: G ...
17:53.... E¥powerst Highlight 'MsMpEng.exe' C:\PS‘\procmon_exampl b SUCCESS Offset: 0. Length: 7...|
17:53:... EMpowerst CAPS‘\procman_exampl txt SUCCESS Offset: 732, Length.. 24

\7.61. bW Copy 'MsMpEng.exe’ ~aDE CLICESS .

Showing 229 of 728 Exiit Filter ‘MsMbEng.exe' memory




@ Example2-Exclude System Process

€ Let's say, exclude msmpeng.exe (Antimalware Service
Executable). This is the core process of the antimalware
detection engine in Windows Defender.

1 This process will be added to the ProcMon filter with the Exclude value. It means
that the ProcMon log won't display any activity from this process.

| X1 %9 Process Name is Frocexpb4 exe Exclude
oil @ Process Name s System Exclude
s @ Process Name | [MslpEng exe Exdude
v @ Operation begins with IRP_MJ_ Exclude
il QOperation begins with FASTIO _ Exclude
B — - _ . el - —— i — e I E—
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@ Process Explorer

. ‘ Process

*
>

*
v

*
v

ﬂ Jcess Bxplorer- Sysinternels yeinteralsicon [DESKICR-921HLY faulusert:
File DOptionz View Proceszs Find  Users  Help
Hommn & X|2& ||| |; | : <Filter by name=
CFU | Frivate Dytcs| Workicg Set|  FID| Description
360K 11344 K 2528 Host Process for Windows 5
132K 5.092K 2536 Host Pmcess for Windows 5
20E0 K BETE K 2552 Host Process for Windows S .
1.036 K L7IGK 2524 Host Process for Windows S .
248K 7303 K 2868 Host Process far Windows 5.
2118 K 10695 K 28/ Host Process for Windows 5.
TTADK 421G K 10544
1552 K 5580 K 2384 Host Pmcess for Windows S
23156 K 11595 K TiE4
28B4 K TEB4 K 3052 Hosl Process for Windows 5.
3208 K 3560 K 3060 Host Process far Windows 5.
1720 K 6292 K 3068 Host Process for Windows 5.
25,860 K T8I60 K 2152 Host Prcess for Windows 5
2572 K 11035 K 2576 Host Process for Windows S
2432K 7520 K 3164 Host Process for Windows S
2BB4K 3400 K 3252 Host Process for Windows S .
B048 # 15884 K 3308 Spocler SunSyslem Apo
11,356 K 15695 K 3332 Host Process far Windows 5.
L3450 % 40544 K 3440 Host Process for Windows 5 ..
ENEE S 8755 K 3448 Host Pmcess for Windows 5
177RK 4623 K 3456 Host Pmceas far Windows S
3152K 11,740 K ME4 Host Process for Windows S
TH2K 11735 K 5420 Shell Infasmucture Host
5,940 K 18564 K 3472 Host Process for Windowsz 5.
wohostexs 2440 K, 79721 3564 Host Process for Windows 5.
AsuslIpdatetheck sue 3032K 10480 K al6d WPET _with_Holriver
fzhpEng axe =001 355836 K 223880 K 5060 Antimalware Service Exscut.
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@ Process Explorer Vs. Process Moniter

* Process Explorer
* Shows current state of each process
» Shows files, registry keys and thread loaded by each running process

* Process Moniter
 |n addition to monitoring, it logs process information- all events
» Logs show the file, registry, network, etc. the process attempted to use
- successful or not
* “Access Denied” events also appear
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@) Monitoring Network Activities

wHY? @

2> Most malware will need to communicate with external
services/entities.
Download additional malware, files
Exchange/obtain keys for encryption

C2-Command and Control: Receive instructions and check-in
Extract data

Infect other machines

2> Question: Do we allow them access to network?
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@) Faking a Network

€ ltis too risky to allow a malware to access the network.

€ Faking a network allows us to find out how/what is
communicated.

¥ Important: Faking requires that the malware does not
realize it is executing on a virtualized environment.

~

A
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@) Faking a Network-FakeNet

<’ An open source tool.

€ Allow users to intercept and redirect all or specific
network traffic.

¥ You can identify malware functionality and capture
network signatures.
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@ Faking a Network-FakeNet

€ 1. Fakenet takes over DNS on port 53.
€ 2. It listens to the TCP ports 80, 443 and 25.
€ 3. It supports DNS, HTTP and SSL protocols.
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@ FakeNet-Use

1. Stop most programs that connect to the Internet prior to running
Fakenet.

2. Just run the program you want to analyze.

3. Still get some noise from Windows itself and maybe background
processes that you cannot just terminate.

B Select ChUsers\defauttuserQ.DESKTOR-93 THLBMNDownloads' Fakenet1.0c\Fakenet1.0b FakeMNet.exe = O b4

Applekebk

(Windows NT 18.8; WOW64) AppleWebKit/537.36 (KHTHL, like Gec

ip, deflate

aultusere . DESKTOP-931HLE ownloads\Fakenetl.&c\Fakenetl

]
: mozilla.cloudflare-dns. com




@ The Eureka Workflow

Packed Disassembly
Binary l IDA-Pro

Trace
Malware Eureka’s Unpacked Disassembly
syscalls Unpacker Binary IDA-Pro
in VM

Favorable
execution
point

Syscall
trace

Heuristic based
offline analysis |

Statistics based
Evaluator

Packed
ASM

Statistics
based
Evaluator

Unpack
Evaluation

UnPacked
ASM

Raw unpacked
Executable

*Unknown OEP

*No debug information
*Unresolved library calls
*Snapshot of data segment
*Unreachable code

*Loss of structures
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@ Questions

L

/s
*w»  Final Exam g 3

ﬁ 4
i
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